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m
Aﬂ\ User Domain
= I — v [l Users
v & abeﬂ
e Each Default User Directory B Bt
contains: g~
- /Desktop : g:::;:es
— /Documents . g‘;'j,;’;:"‘
- /Downloads Eﬁiﬁiﬁim
- /Library (hiddenin 10.7+) — e
e User Library j::::s
— /MOVieS -;gPlctures
» ] Pubiic
- /Music :@;:‘“‘“d
— /Pictures
— /Public
Mae Forensic Analysis

The User Domain consists of the all the user files. Their documents, pictures, music, etc.

Each user has their own home directory in the /Users/ folder, marked by a house icon in the screenshot
above. If a user is logged on, default permissions will not allow them to view the files in another user's directory
noted by the red circle with the line icon.

Most of the directories are self explanatory in terms of information they may contain. The public folder may
contain data the user wants to share with other users. The user’s Library directory contains app-specific data.

This domain may also contain “Sites” directory if web sharing is enabled; this would contain the user's personal
web site.

Starting with Mac OS X Lion, the user’s Library folder was hidden. Some users may prefer to be able to view
the files easily. The author finds that it helps forensic rescarch to have the Library directory to be viewable. The
command to permanently change this for a specific account is below. It may also be accessed by holding down
the “option” key when accessing it via the ‘Go’ menu in the Finder Toolbar.

chflags nohidden /Users/<username>/Library

Reference:
File System Programming Guide — File System Basics

[https://developer.apple.com/library/mac/DOCUMENTATION/FileManagement/Conceptual/FileSystemProgra
mmingGUide/FileSystemOverview/FileSystemOverview.html]



User’s Home Directory

Elwoods-Mac:~ elwooedbluoess 1s -la

total &

drwxr-xr-x+ 12 elwoodblues staff 408 Sep 23 20:69 .
drexe=xr-x root admin 170 Sep 23 11:25 ,.

e Yo v 1 elwoodblues staff 3 Sep 23 11:25 .CFUserTextEncoding
drwx———--- 2 elwoodbiuves staff 68 Sep 23 20:89 .Trash
Srwx——---- + 3 elwoodblues staff 182 Sep 23 28:89 Desktop
drwx-——=-- + 4 elwoodblues staff 136 Sep 23 11:25 Documents
drwg————=- + 4 elwoodblues staff 136 Sep 23 11:25 Downloads
drwg=-—--- ~@ 36 elwoodblues staff 1820 Sep 23 20:3% Library
drwx——---- + 3 elwoodblues staff 182 Sep 23 11:25 Mevies
drwx———--— + 3 elwoodblues staff 102 Sep 23 11:25 Music
drwx------+ 4 elwoodbltues staff 136 Sep 23 11:25 Pictures
drwxr-xr~x+ 5 elwoodblues staff 170 Sep 23 11:25 Public

Mac Forensic Analysis

Similar to Windows systems, the user has folders for specific types of data (i.e., My Documents, My Music, My
Pictures, etc.). The Movies, Music, and Pictures directories should (but not required) contain items

related to their respective directories.
The . Trash contains the items the user has chosen to “delete”, similar to the Windows Recycle Bin.

The Downloads directory is the default folder for downloads from web browsers and other applications. This
directory may contain years worth of user downloads!

The Public directory is used for items the user has chosen to share with other users.

The Library [User Library] contains many items related to the specific user, such as preferences and
application data. This Library directory is different from the System Library and Local Library directories.
These files are specific to a user account.



User’s Library Directory

~/Library/ I ” ’ ”

Containers

Preferences

Application Support

CSANS,
Al Rights Reseovnd |

Mac Forensic Analysis

The user’s Library directory contains many sub-directories of interest. The few listed here will be mentioned
over and over in this section. A forensic analyst may find lots of good forensic tidbits in this directory that they
can tie to a specific user account. Each user account will have their own user Library directory.

It is worth noting here the tilde ‘~’ is used as a terminal shortcut to the current user’s home directory.

10



Contain_ers & Application Sandboxing
~/Library/Containers/

Introduced in 10.7

An application sandbox is used to protect your data
against malicious software

User application data may be saved in one of two
directories depending on if an application is sandboxed:

* Legacy Location: ~/Library/Application Support/

» Sandbox Location: ~/Library/Containers/<Bundle
ID>/Data/Library/Application Support/<App Name>/

0 SANS,
ANl Righis Réservid

Mac Forensic Analysis

The Containers directory, introduced in 10.7, contains data that is sandboxed. This data will be similar to
that found in ~/Library/Application Support/ directory for those applications that do not
implement sandboxing.

References:
Apple Developer Documentation — App Sandbox Design Guide

http://developer.apple.conv/library/mac/#documentation/Security/Conceptual/AppSandboxDesignGuide/ AboutA
ppSandbox/AboutAppSandbox.html#//apple ref/doc/uid/TP40011183-CH1-SW1

http://developer.apple.com/library/mac/#documentation/Security/Conceptual/AppSandboxDesignGuide/Migrati
ngALegacyApp/MigratingAnAppToASandbox.html

1



~/Library/Containers/ <Bund/e ID>/Data/
Library/Application Support/ <App Name>/

con.amazon.Kindle com.apple. iPhoto

con, apple.FaceTime com. apple, moil

com. apple.ImageKit. RecentPictureService com. apple. photostresm-agent

com. apple.Notes com.apple, reminders

com, spple.PassXPCService com,evernote. Evernote

com.apple,Preview com.tastycocosbytes, CocoaPacketAnalyzer.mes
com, apple, SharekitHelper ex.t3. theunarchiver

com, apple. TextEdit
nibble:Containers s{emﬁardss[is -1 co-.apple.TextEuit/’

total 120

mewRP-=r=- 1 sledwards staff 3508688 Sep 23 26:38 Container.plist
dewy——--~= 18 sledwards st i

nibble:Containers siedwards$fls - com.apple. ext t/Data/

total 40

Lrwxr-xr-x 1 sledwards staff 19 Jul 18 15:97 Desktep -> ,./../. /.. fDesktop
drwx==———— 3 sledwoards stoff 102 Jul 18 15:97 Documents @

Lrwxr-xr-x 1 sledwards staff 2% Jul 10 15:87 Downloads -» ../../../../Downloads
drug-----— 28 sledwords staff 952 Aug 13 20:45 Library (e

lrwxr=%r-%x 1 sledwards steft 18 Jul 18 15:87 Movies -> ../../ . /.. /Movies
Lrwxr=xr=-x 1 sledwards staff 17 Jul 18 15597 Music ~» . /.. /.. /.. MHusic
Irwxr=-xr-x 3 sledwards st '- g 197 P eof o/ fPRCYUrES
nibble:Containers 5le6wards$t D

Application Scripts ColorSync

-

ple.TextEdit/Data hrar

mages Pretferences
Application Support Cators Input Wethods Quicktook
Audio Components KeyBindings Saved Application State
Autosave Information Compositions Keyboard Layouts Sounds

© SANS,

Each “Container” in the Containers directory is named in the reverse DNS format. Each directory contains a
Container.plist file and a Data directory.

The Container.plist file contains information about the sandbox application.

The Data directory contains a similar layout to the user folder with symbolic links to various directories. The
important directories here are those that are net links. In the screenshot above, the Documents and Library

directories contain the data of interest. While the nested directories may also contain linked data, the sandboxed
data will not be linked.

12



Preferences Directory
~/Library/Preferences/

~/Library/Containers/<bundleid>/Data/Library/Preferences/

Property list files for various applications and system
settings

“"Reverse DNS” format

¢ Ex: com.apple.iCal.plist
o <TLD>.<Company>.<Application>.plist

/ByHost Directory

« Contains more property list files for applications and system settings
* Specific to this computer system

Muae Forensic Analysis

The User Library contains the user’s preferences, usually in the form of a Property List file (.plist), in
what is sometimes called “reverse DNS format”. Reverse DNS format starts with the top level domain of the
company such as “.com” or “.org”, followed by the company name (i.e.,: “apple” or “microsoft”), followed by
the name of the application with a “.plist” file extension.

The ByHost subdirectory in the Pre ferences directory contains more preference property list files that are
specific to the computer system.

13



Preferences '‘ByHost’ Directory_[10.8+]
~/Library/Preferences/ByHost

GUID is the hardware UUID of the computer

system

nibble:ByHost sledwards$ pwd

fUsers/s\edwards/Library/Preferences/ByHost

nibble:ByHost siedwards$ 1s
MicrosoftRegistrationDB.40A90B807-FC53-52C8-A774-6F1ASEGS9EI . plist
com.apple, AddressBook.sync. 40A90BB7-FC53-52C8-A774-6F1ASE650€E9C, plist
com.apple, AddressBook, sync.,48A90BB7~F(53~5208-A774-6F1ASE6S0ESC, plist. tockfile
com.apple,Bluetooth,48A960807-FL53-52CA-A774-6F1ASEGS9ESC, plist
com.apple,Bluetocoth, 40A90B07-FC53-52CB-A774~6F1ASE659ERC. plist. lockTile
com.apple. CrashReporter,.48A%0647-FC53-52CB-A774-6F1ASEGS9E9C. plist
com,apple.FaceTime . 40A90BR7-FC53-52CB-A774~6F1ASEBS9ESC. plist
com.apple.HIToolbox, 40A98B@7~FC53~52C8-A774—-6F1ASE65GESC. plist

com.apple. ImageCapture2. 43A00R07-FL53-52(B-A774-6F1ASEGS9E9C  plist

com. apple, ImageCaptureExtension2.40A98D067-FC53-52C08-A774-BF1ASESSOEIC. plist
com.apple.NetworkBrowserAgent . 48A90B07-F(53-52C8-A774-6FLASEE59E9C, . plist
com.apple.QuickiockDasmon. 40A90887-FC53-52(8-A774-6F1ASEES9ESC.plist

Mac Forensic Analysis

The ByHost directory contains preferences files with an additional GUID at the end of the filename. On 10.8+
this GUID is the hardware UUID of the system.

The hardware UUID can be found on a live system by using the System Information application and viewing the
top-level of the “Hardware” section.

14



Preferences ‘ByHost’ Directory [10.6 & 10.7]
~/Library/Preferences/ByHost

Last section of the hardware UUID of the computer

system

com,apple. finder,§00c29143ecS, plist, Lockfite
com.spple, iCal. helper.Bupc2giasees, phist
com.apple,iCal.helper.8@0c29343ecs. plist. lockfile
com,apple. iChat,088c29143ecS . plist

com. apple. iChat, 06@c29143ec5, plist, tockfile
com.apple. iChat. AIM. 2BGc20143ec5. plist

com.apple, iChat.ATM, 600c25143ec5,. plist. Lockfile
com.appte.iChat. Jabber.800c29143ecs. plist

com. appli, iChat. Jabbar.B80c291430¢5. plist, lockfile
com.apple. iChat, SubNet,800¢29143e¢5.plist

com. bpple, EChat, SubMet, 208229143ec5, plist. lockfile
com.apple. iChat. Yahoo.808c291430cS, plist
com.apple.iChat. Yabhoo.00Bc29143ecS. plist. lockfite

cen. apple. iTunes . 80002%143eck . plist

com, apple, iTunes,880c29143ecS.plist. Locktile

com. apple, imsarvice. FaceTime  0BUC2YI43eck ., plist
com.apple. inservice, FaceTime, 000c29143ecs . plist, lockfile
com.appie. loginwindow. 800@c29143pch . plist
com.apple. Loginwindow. 000c29143ech.plist. lockfile

© SANS.

Magc Forensic Analysis

Slightly different from 10.8+ systems, on 10.6 and 10.7 the preference files in the ByHost directory contain only
the MAC address of the system.

15



Application Support Directory
~/Library/Application Support/

Application-specific Data

nibbletApplicotion Support sledwards$ pwd

/Usars/siedwards/Library/Application Support

nibble:application Support sledwards$ 1s

AddressBook Dock MebileSync Ubiguity

Aparture Firefox Mozilla VMware Fusion

Appile Google NotificationCenter com.apple.QuickLook
BlackBagTech Librarien Preview com.apple.TCC
CocoaPacketAnalyzer LittleSnapper SyncServices iCloud

Consele Mail Texthrangier iLifeAssetManagenent
CrashReporter Microsoft The Omni Group iLifePagelayout

Mac Forensic Analysis

The Application Support directory contains data specific to various applications. This is similar to the
AppData directory on Windows systems.

Each application directory may contain databases, property list files, or other proprictary data files. The method
in which each application stores its data is up to the developer.

16



| Caches
~/Library/Caches

Cached data per application

May use “reverse DNS” naming scheme

nibble:Caches sledwards$ pwd

Jusers/siedwards/iibrary/Caches

nibble:Caches sledwards$ s

${CFBundleldentifier) com.apple.NetworkBrowseragent
Adobe com. apple, QuicklookDaenon
Cleanup At Startup com. apple, QuicktookDaemon32
DocSetAccess com.2pple.Safari

Firefox con, Bpple. ScreenSaver.Engloe
Google com. apple.Server, ve

Jave con.spple. Softwarelpdate
Metadata com.apple.SystesProfiler
Microsoft com. apple, Terminal
QCCompositionRepository-com.apple. iTunes.cache com.apple. WebProcess
QuickTime com.apple.appstore
SubmitDisgInfo com.apple.coreservices,uiagent
Temporaryltems com,apple.dashboard.client
com,amazon.Amazon-5o0ftware-Downloader com.apple.dt. Xcode

The Caches directory stores cached data in sub-directories that are specific to an application. It should be
noted that the file names may be in “reverse DNS format” (i.e., com.app.Terminal) or as the application or
company name (Adobe). It is normal to see a company name with various application directories nested
underneath. For example, the Google directory may contain a Chrome folder — while the Microsoft
directory may contain an OF [ ice [older.

17
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User Accounts

ean Users & Groups
(2on L showan |, : — a
Ko " w
Resat Password., Types.
 Ehrind Qloes e oemad i - 3
i + Administrator
P i“?m:{n Full name:  Eiwood Blues o Standard
Q fﬂ'zliﬂuf Apple ID: elwoodblue.. gmail.com Change. . Managed
O chum‘usfrr [ Sharing 0I'I|Y
| * Group
* Guest
(4 Allow user to administer this computer
G} Ecin Qptiong i_! Enable parental controls | Open Parental Controls... !
I-]5! s R TSI, S ONRD0 )3 oy
d’
Click the logk to prevent further changes. ','_

Mac Forensic Analysis

Information about the user accounts is useful when trying to determine which user did what. The Users & Groups
preference panel shown above allows a user to add or remove users, change passwords, change their information,
enable parental controls and other administrative functions.

Each user is associated with a particular account type:
* Administrator

» Standard

e Managed with Parental Controls

* Sharing Only

*  Group

The Administrator has full administrative access to the system while a Standard user has limited administrative
privileges to the system, they can install software and change their own account preferences.

An account that is Managed with Parental Controls, can be restricted from using certain applications, have limited
exposure to inappropriate content, or may have time usage restrictions.

A Sharing Only account can be used by networked users to access shared files.

A Group can be created to keep track of more complex user types such as in an enterprise environment.

A Guest User can login (without a password) and use the computer temporarily. If configured, a Guest user may be
able to connect to shared folders or have parental controls enabled. If the system uses FileVault, the Guest user will
only be able to access Safari. After a Guest user logs out, all data is the Guest home directory is deleted. Guest users on
10.7 and below are similar. One exception using 10.7, when FileVault is enabled, guest users cannot log on.
References:

Apple Knowledge Base Article: OS X Mavericks: Set up users on your Mac - http://support.apple.com/kb/PH14411
Apple Knowledge Base Article: OS X Mountain Lion: Set up guest users - http://support.apple.com/kb/PH11321

20



/private/var/db/dslocal/nodes/Default/users

sh-3.2% 5
Suest,plist _jabber.plist _seriainumberd.plist
_amavisd.plist kadmin_admin.plist _softwareupdate.plist
_appleevents.plist _kadmin_changepw.plist _spotlight.plist
Lappowner.plist _kib_aronyngus.plist _sshd.plise
_appserver.plist _krb_changepw.plist _svn.plist
_arg.plist krb_kadmin,plist _taskgated.plist
_bssetcache.plist _krb_kerberes,plist _teamsserver.plist
_otsserver.plist _krb_krbtgt.plist timezone,.plist
_avbdeviced.plist kribtgr.plist _tokend,plist
_calendar.plist _lda,plist _trustevatuationagent.plist
_ces.plist Jlocstinnd. plist Lunknown.plist
_clamsv.plist _lp.plist _update_sharing.ptist
_coreaudiod.plist _mailman.plist _usbmuxd.plist
_cymsroot.plist _mexale.plist Lutep.plist
_evs. plist mensresponder.plist _warmd.plist
_cyrus.plist _mysal.plist _webauthserver,plist
_devdocs.plist _netbios.plist windowserver.ptist
_devicemgr.plise _netstatistics.plist _wwer, plist
_dovecot.plist _networkd, plist com.apple.calendarserver,plist
Goveaull.plist _post¥ix.plist
dpaudio.plist .postgres.plist elwood.plist
_eppc.plist _gqtss.plist mpawl.plist
_Tep.plise _sandbox.plist nobody,plist
_geod.ptist _screenssvee, plist Foot,plist
_installassistant,plist _scsd,.plist sledwards.plist

installer,plist securityagent.plist testuser.plist

LIS Mae Forengsic Anal

Each user and group has a property list file containing data about their respective user. The users are located in the
/private/var/db/dslocal/nodes/Default/users directory while the groups are detailed in the
/private/var/db/dslocal/nodes/Defaul t/groups directory.

The property list files may be binary or XML depending on the OS version.
+ 10.6 - XML
e 10.7+— Binary

Access to this directory requires root privileges.

It is worth noting that users that use Open Directory (similar to Active Directory) will not have a user plist in this
directory.

21



sh-3.2#% (s

Guest.plist _jabber.plist
_amavisd.plist _kadmin_admin.plist
_appleevents.plist _kadmin_changepw.plist
_appowner.plist _krb_anonymous.plist
_appserver.plist _krb_changepw.plist
_ard.plist _krb_kadmin.plist
_assetcache.plist _krb_kerberos.plist
_atsserver.plist _krb_krbtgt.plist
_avbdeviced.plist _krbtgt.plist
_calendar.plist lda.plist
_ces.plist _locationd.plist
_clamav.plist p.plist
_coreaudiod.plist _mailman.plist
_cvmsroot.plist _mcxalr.plist
_cvs.plist _mdnsresponder.plist
_cyrus.plist _mysql.plist
.devdocs.plist _hetbios.plist
_devicemgr.plist _hetstatistics.plist
_dovecot.plist networkd.plist
_dovenull,plist postfix.plist
_dpaudio.plist _postgres.plist
_eppc.plist _qtss.plist
_ftp.plist _sandbox.plist
geod.plist _screensaver.plist
installassistant.plist _scsd.plist
_installer.plist _securityagent.plist

_serialnumberd.plist
_softwareupdate.plist
spotlight.plist
sshd.plist
_svn.plist

taskgated.plist
_teamsserver.plist
_timezone.plist
tokend.plist
_trustevaluationagent.plist
_unknown.plist
_update_sharing.plist
usbmuxd.plist
_uucp.plist
_warmd.plist
_webauthserver,.plist
_windowserver.plist
www.plist
com,apple.calendarserver.plist

—

B

elwood.plist
mpawl.plist
nobody.plist

root.plist
sledwards.plist

22



User Account File — 10.7+ Example

v hint Array (1 item}

Iters O String My regular password.
v shefl Array {1 item}

Item O String /binfbash
¥ reainame Array {1 item}

Iters: G String Elwood Blues
¥name Array i1 item}

Item O String elwood
¥ home Array {1l item}

ftem O String FUsers fetwood
¥ ShadowhashData Array {% item}

Item & Data <62706¢69 73743030 4101025¢f 10145341 4¢
¥ generatedoid Array (1 itern}

ftem O String SBFECO9E-707D-4D03-9BB0-40DBNCTSBIZA
w uid Array {1 item)

ftem O String S04
v id Array 1 item}

frem G String 20

Mac Forensic Analysis

Each user property list contains data about the specific user account. The information found on systems running
10.7+ may include the keys found on the next page. The second table shows a few keys that are different in
systems running 10.6. Of note, 10.6 does not include the ShadowHashData key instead ituses a . state

file, described later.

23



Key

jpegphoto

Contents

User Account Picture

passwordpolicyoptions

XML property list containing number of failed logons, last
failed logon timestamp, last logon timestamp, password set
timestamp. Default timestamps will show as 01/01/2001
00:00:00 UTC

uid User 1D (500, 501, 502, etc.)

gid Group ID

generateduid Generated Unique ID (GUID format)

passwd Asterisks (not necessarily the number of characters in the
password)

realname Full name if given in account setup

name Account username

hint Password hint

shell Default shell path (OS X default is /bin/bash)

home User home directory

LinkedIdentity XML property List containing linked identities accounts. May
contain iCloud or Apple ID accounts

ShadowHashData Binary property list containing password salted-hash data

authentication _authority  Authentication Data

kerberosKeys Kerberos Keys
_writers picture Username
_writers_realname Username

_writers UserCertificate Username

_writers passwd Username
_writers_hint Username
_writers jpegphoto Username

Different Keys in

10.6

home loc

Contents

Link to home directory sparse bundle if user has
enabled FileVault

picture

Link to picture used for account
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10.7+ Login & Password Data - User Account File
Passwordpolicyoptions (10.10) Key
AccountPolicyData (10.7 - 10.9) Key

Embedded Property List File

Extract & View

Key lype Value
¥ Root Dictionary {2 items)
10.10 creationTime Number 1,414,345,295.61486
passwordlLastSetTime Number 1,414,345,296.4541
Key Type Value
v Root Dictionary {4 jterns)
failedLoginCount Number 0
10-7"10-9 failedtLoginTimestamp Date jan 1, 2001 12:60:00 AM
fastLoginTimestamp  Date ian 1, 2001 12:00:00 AM
passwordlLastSetTime Date Jul 30, 20612 4:18:08 PM

Mae Forensic Analysis

In 10.7 and newer systems, the account policy information is an embedded property list file that can be

extracted,

saved as a plist file and viewed.

The top screenshot shows the account policy data from the users account file. On 10.10 systems this plist
contains the account creation time and when the password was last set in Unix epoch time.

The bottom screenshot shows an extracted property list file from a user account file from a 10.8 system. All the
timestamps are in UTC.

Failed Login Count — How many logins were attempted but failed

Failed Login Timestamp —Time of last failed login.(10.7 systems do not appear to update this, but
do update the failed login count.)

Last Login Timestamp — Last Login Time, does not appear to get used with default settings.

Password Last Set Time (10.7 — passwordTimestamp) — When the password was last changed
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10.6 Login & Password Data
/private/var/db/shadow/hash/<GUID>.state

sh=-3.28 pwd

/private/var/dh/shadow/bhash

sh=3.2# 1s

BBOATBAA-9361-4EEC-939F-502B3F635326 5A10350A-51(4-4E40-05A3-48336205941(, state
@B9ATBAA-9361-4EEC-939F-502B3F635326.5tate FEFFEEEE-DDDD-CLCC~-BBBB-AAAABDOPRO20
SA18350A-51C4-4EAC-BBA3-4B336209941C FFFFEEEE-DDDD-CCCC-BOBB-AANARDRDDRDD. state

Key Type ;Value
¥ Root Dictionary {4 items}
FailedLoginCount Number (H
LastloginDate Date Jan 1, 2013 8:01:12 PM
NewPasswordRequired MNumber 1t
CreationDate Date Aug 6, 2012 7:37:20 PM

Mac Forensic Analysis

Some of the same information can be found in a binary property list file in the
/private/var/db/shadow/hash directory with the filename <GUTD>.state ona 10.6 system. The
GUID matches that of the user whose information you are interested in. The key, NewPasswordRequired
was changed to the PasswordLastSetTime key in newer versions of OS X.
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User & System Keychains % &'

Stores sensitive data

~/Library/Keychains

¢ login.keychain
» metadata.keychain
e iCloud: <GUID>/keychain-2.db

/Library/Keychains

e System.keychain

Mac Forensic Analysis

The Keychains on a system are used to store sensitive data such as usernames, passwords, public and private
keys. There are at least three keychains on a system. Two user keychains, 1ogin. keychain and
metadata.keychain which hold user-sensitive items. The System. keychain which holds sensitive
system-wide information. Other keychains may exist on the system, for example keychains with specific
certificates may exist in the System Library.

* /System/Library/Keychains/SystemCACertificates.keychain
* /System/Library/Keychains/SystemRootCertificates.keychain

If enabled, the iCloud keychain will be stored in another GUID labeled directory in the keychain-2.db
SQLite database file.
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Keychain Contents

iCloud Keychain
login.keychai keychai
ogin.keychain keychairi-2.db System.keychain

Time Machine Passwords Access Point Passwords

Access Point Passwords

Application Passwords VPN Passwords

Application Passwords

Certificates Time Machine Passwords

Internet Passwords Application Passwords

Internet Passwords

Public & Private Keys Private & Public Keys

Web Form Passwards

Web Form Passwords Certificates

Mac For Analysis

The two most important keychains are the user’s 1ogin.keychain and the System. keychain.

The 1login.keychain may contain the users' passwords for Access Points, Time Machine, application and

websites. It also stores the user’s certificates, and public and private keys. Amongst all of this information there
may also be notes if the user chooses to create them here. The default 1ogin. keychain password is the
user’s account password.

The iCloud keychain stores information that may not only be used on OS X but on iDevices as well — an access
point used on the suspects iPhone may be synced to the iCloud keychain.

The System. keychain also contains passwords for VPNs, Access Points, Time Machine and applications. It
may also contain private and public keys, and certificates.

The metadata.keychain, if you are curious, contains data related to the user’s spotlight metadata index.
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e Password Management Software

enn Keychain Accass
a8 oy
- Apple Code Signing Certification Authority
i intermediate certificate autherity
E | Expires: Saturday, February 14, 2015 :19:19 PM Central Standard Time
tem Roots — ’
B s ‘ © This cenificata is valid
Carnagary |!ﬁ—_'-——?¢ﬁ-—ﬂ_ﬁw_ Date Modilied Expires "~ Keychain
A Al iems | L Apple Coda. tification Authority certificare = feb 6, 0I5 10PN Spwm (|
L. Passwords Eg comapple ) kde f - Sep 18, 2032 11:14:02 AM System |i
Sacure Notes | $ com.apple.kerberos kdc public key - - System
le kerberos kde private key - - System
My Certificates ¥ tomapy
? KyCari cate £ com.apple. defaul { . Sep 18, 2032 31:14:00 AM System ']
ys § comapple,systemdefaut public key - - System ﬁ-
EJ Certificates | ® comapplesystemdefault private key ve . system ||
£ Software Signing certificate - _ Jan 14,2015 4:02:56 PM  System
= —— = - = — e — = g ]

Mae Forensic Analysis

The Keychain Access application can be used to interact with the keychains. This application works like any
other password management system. Click on the keychain in the upper right and the contents will be shown in
the main screen. Be sure to choose “All Items™ in the Category listing, otherwise you may not see all the data
stored.
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Other Keychain Access

*» strings *.keychain

— Identifiable Information not encrypted
« “Jabber”
* “jPhone Backup”
» Applications - “Evernote”, “OneDrive”, "Chrome”
¢ “Apple ID”
o “Twitter”
¢ Contact Information/Email Addresses/Addresses

— Certificates & passwords are encrypted
« security Command
— security list-keychains
- security dump-keychain login.keychain

Mac Forensic Analysis

The strings command can be used to identify interesting keywords in a keychain that are not encrypted. This
can give you an idea of what might be stored in the keychain if you are unable to access it with the user's
password, (remember a user does not have to use their login password, but it is used by default).

Strings like the following may suggest certain items are saved in the keychain:

“imagent” —iChat
“iCloud” —iCloud Account
“com.apple.account.google” — Google Account

“Jabber: user@gmail.com” - Google Chat Account

“AIM: <userhandle>” — AIM Account
“FaceTime: <acct>"- FaceTime Account

“<system>. rfb. tcp.local” - Screen Sharing

The security command can be used to list keychains and dump keychain contents (though not the encrypted
contents) on a live system. You’ll see many of the same strings with more context.

The security dump-keychain command can be particularly useful when used on a live system — it can sometimes
dump plaintext passwords that have been unlocked. If the user is logged in but will not give up their password,
you may be able to run this command and find it yourself!
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User Autoruns
LoginItems

S —— ——————

* Launched when user logs
into system via GUI

¢ Locations:

 tusewnrd [NERETEW
~ ~/Library/Preferences/co | MBS ro s vsom momcoymon o
m.apple.loginitems.plist - ¢ i o
— <application>.app/Conten eI
ts/Library/Loginltems/ 4 o P
] Alias Data - %‘?;wmmmmnm-um
e "Hide” Checkbox — Hide | °
Application on Launch T .

Mac Forensic Analysis

Each user may have a set of autoruns that get launched when a user logs in via the system GUI login.

The com.apple.loginitems.plist contains each login item. Each item has a A11as pointer to the
LoginTtem program located in the application bundle.

Each login item can be “hidden” on launch, this means the login item is hidden from view when it is starting up.

Another important autorun folder under the uscr context is the ~/Library/TLaunchAgenls/ directory. This
will be covered in depth in Section 3.

TLoginTtems, while usually legitimate, may be used as a malware persistence mechanism.
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e

Loginltems Example
- r Thr M8
ronecs TR
Thise HET will Goea tmmutically bas s bayg =
.- e
vit s A Aspleztion
o A Application
LA " Appiacation
R L Applicmtion
[ Tves Vot e Tusion repat hoplication
7 Rovt Dicionary (I vem v Apglication
P Sessianitens Diclorary 14 wems) pomtnre Applicaticn
¥ Castombisttoms Arcay ]
1 hem 0 Dicdonary 4 el
T o — 0% Dtasary 2 e B mies g B et i ks o g
Kon Lata PRI £ DO0001 1 00000 -
¥ Cutigming miPyopernes Dictionary i emst
¥ com apple kagi=itom hegadypeets Oictionary  {Fitemss
ANlaata at <0OUODO0N GOIDTDN3 BOOLIOTO tabOI754 B600422D DTUHACUO DEAFLEN o
Fath Siring I e
e Boolear vix =
o sanle lag e | hideOnbasneh Baolean VES =
comapatr ASSAIrATLIL eilRadn  Boclean VES
Karsa Steing Evernateblelger aop
Tiage Rumber L
N Cata <OU0000G DOIDT003 DOOOUDO <xh3754 00ID4E2b DOGCOD 014631 0)
Lt Dictlonary i ot
b g ) Gictlonary it emsy
L Duetionary £ remis
e Gitlonary 1% demsi
L) Dictinfary 44 teonst
Covtioide String Curbaliuagnm
Mac Forensic Anal

The com.apple.loginitems.plist contains each login item. Each item has an associated icon, alias
data blob, the path to the login item, and a binary value showing if the item was “hidden” on launch.
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Part 2 — User Account Information
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Bash History [1]
~/.bash_histon

Elwaods—Mac:~ elwsodbluess 15 -1a

totsl 8
drwxr-xr-x+ 13 elwoodblues staff 442 Sep 27 20:03 .
drwxr-xr-x 5 root admin 170 Sep 23 11:25 ..
—Pm—————— 1 elwoodblues staff 3 Sep 23 11:25 .CFUserTextEncading
& rwix— 2 elwoodhlues staff 68 Sep 23 28:0%9 .Trash
~r=—-—== 1 elwoodblues staff 308 Sep 27 28:03
drwx-———-—+ 3 elwoodblues stafé 162 Sep 23 Jé:04
grwx——--=+ 4 elwoodblues staff 136 Sep 23 11:25
drwx——————+ 4 elwoodblues staff 136 Sep 23 11
Aruy=——-=-@ 30 sluondblues staff 1020 Sep 23
Elwoods-Mac:~ elwoodblues$ cat .bash_history) sep 23 Hovies

1s Sep 1:2% Music
ifcontig c n§§§ giﬁii’?s
pwd

tep

man xattr

cd ~

cat .hash_history

Mac Forensic Analysis

The bash command history is located in the respective home directory for each user as a hidden file.

¢ /Users/<user>/.bhash history

This file is a plaintext file containing commands that were run in order of execution. This file will be created
when the Terminal application has been used for the first time. If a user never used the Terminal application,
this file would not be created.
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Bash History [2]
~/.bash_history

* 500 Entries by default

¢ File not written until Command Usage
logout = _
e May not be written Privilege Escalation
sequentially File & Directory Access
e Live Response Tip:
command for the logged

Mac Forensic Analysis

This file contains the command history from the Bash shell. By default, the history file contains a maximum of
500 commands.

These commands can be useful in showing:

What types of applications or programs the user was accessing

Privileges were escalated to perform administrative functions or possible suspicious actions
Files and directories accessed

Mounted volumes

Systems and networks that were accessed

Etc.

Each command is shown respective to other commands that were previously entered. It should be noted that
each command has no date or time context associated in this file.

From an incident response perspective, the .bash _history file is not updated until the user is logged out.

The history can be viewed on a live system by using the history command, this will show the history of the
current user.
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Downloads Directory
~/ Downloads/g

Elwoods-Mac;s~ elwoodblues$ cd ~/Downioads/
Elwoods~Mac:Downloads elwoodbluess 1s -la
total 186704

dryg~-—m-— + B elwocodblues staff 272 Sep 29 66:12 .

druxr-xr-x+ 14 elwgodblues staff 476 Sep 27 26:58 ..

—ry-r=-r-—@ 1 elwoodblues staff 6148 Sep 29 ©8:12 .DS_Store
—FPppmm————— 1 oodblues staff B Sep 23 11:28% ,localized
drax—----@ 3 flwoodblues staff 102 Sep 23 11:2%5 About Downlcads. \pd?

—rw-r=—r~-@ ¥ elwoodblues staff 34133928 Sep 5 18:42 Firefox 15.8.1,dmg
-M-r——t~-@ elwoodblues staff 21744672 Aug 15 13:53 Wireshark 1.8.2 Intel 64.dmg
=fw-r—r--@ 1 elwoodblues staff 44821470 Sep 25 12:80 googlechrome.dmg

O SANS,
Al Rijhis Reserved

Mae Forensic Analysis

Each user has their own Downloads direclory. This directory contains all the downloads from applications
such as web browsers and e-mail that use this folder as their default download location. Most applications will
have a preference setting that users can change; however, by default this directory will be used.

On a well used system this directory will contain months, even years worth of downloads.

Each item that was downloaded will likely have extended attributes, showing metadata of the download. To see
if a file contains extended attributes you can run the command; 1s -la

Files with extended attributes will have the “@” at the end of the permissions.
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—
Downloads - Extended Attributes [1]

Elumoods-Hac:Downloads elwoodbluess xattr -x1 Firefox) 15.0.1.dmg
com.apple.sctadata: kNDI teabownloadedDate:

62 70 6C 69 73 74 3¢ 3¢ A1 1 33 41 B6 17 28 16  |bplistde..3A.. .|
90000618 5C 76 F3 BE 82 00 00 60 20 €0 20 21 01 00 00 00 | V.esssaensnniaa]
2208902¢ DB ©6 2@ HB 22 90 0P 20 65 B A0 0O 2¢ 00 @0 AP |.uiiserenvoreans]
600p993E¢ 90 pe 58 es 13 lesenal

28000235

con.apple.metadata MbTtemWhe reFroms:

40000088 62 78 6C 69 73 74 32 3¢ AZ @1 82 SF 10 66 68 74  jhplistdg..._.fht|
8080091 74 72 3A 2F 2F 64 &F 77 BE AL SF &1 64 2 63 64 |tp://download,cd|
£4000220  &E 2€ 6D BF JA 69 6C 6C 6% 2E & 65 74 2F 78 V5 [n.mozilla.netspu]
20000930 62 2F 6D 6F TA 69 6C BC 61 2E 6F 72 67 XF &6 68 |b/mozilla.org/ti|
pgeeende 72 6% 66 &F 78 2F 72 B3 &C 65 61 73 £% 73 2F 31 refox/releasas/1|
80000050 35 ZE 30 2E 3% ZF 60 6 63 2F 65 6E 20 55 §3 2F  [5.9.1/mac/en-US/|
48500868 46 £5 72 6% 66 &F 78 25 32 30 31 35 2E 38 2E 31 |FirefoxN2015.8.1)
30000070 2E 64 B0 67 5F 1B 5C BB 74 74 7@ 34 IF P F7 77 |[.omg_. . http:i/lew|
$6000088 77 2E €D BF 74 63 GC 6C 61 28 ©&F 72 67 2F 65 BE [w.mozilla.crg/en|
aR0PORSL 20 55 53 2F 7O 72 BF &4 75 €3 74 T3 3F 64 6F ?7  [-US/products/dow|
906080080 SE B6C 6F 61 64 2E 68 74 €D 6L 3IF 7@ 72 6F 64 75 |nlead.hte1?produ|
20860080 63 74 30 65 60 72 65 €6 6F 7B 20 31 35 28 30 26 |ctefirefox-15.8.|
96200008 31 26 6F 73 30 6F 73 76 26 6L 61 BE 67 30 65 € |i&eoswosxbilangzen|

26H60B0E 20 55 53 92 BB 74 00 90 04 00 0D 4¢ 41 91 €8 W |-US..t........ o
ODEPOOEE 0D 20 0@ Q0 QB 03 DG 0 QO 2D 0D 80 OB 28 B 08 |....iiviciirianad]
4000eAFe PR 00 B0 08 06 03 |

Lppaoois

com, apple.quarantine:
0ARA0NOA 38 36 39 38 3I6 35 3B 36 36 &6 33 35 37 3B 53 61 | 000D;5065¢357;52|
0pODRDIN &6 81 72 €9 2B 34 44 3@ 43 41 33 31 32 2D 44 43 farii ADOCAG12-DE|
GO000020 36 45 20 34 31 35 41 20 42 37 35 36 20 39 43 38 |@E-415A-8756-9C8|
DORBDOIN 33 37 43 42 32 37 44 38 37 7C 63 ©F 60 2€ 61 72 |37CB2TDO? |com.ap|
|opeodnad 7@ BC 65 2F 53 61 66 6) 72 &9 ple.Safari]
Q0as00ds

Mac Forensic Analysis

Extended attributes can contain a variety of information. The attributes mainly found on downloaded files are:
* com.apple.metadata:kMDItemDownloadedDate
* com.apple.metadata:kMDItemWhereFroms

* com.apple.quarantine
Extended attributes can be viewed by using the xattr command shown above.
The xattr command has the following output options:

¢ —-x —View in hex

* -1 —Outputs the attribute name and contents
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Elwoods-Mac:Downloads elwoodblues$ xattr -x1 Firefox\ 15.0.1.dmg
com,apple.metadata:kMDItemDownloadedDate:

00000000 62 70 6C 69 73 74 30 36 Al 01 33
00000010 5C 76 F3 98 9A 90 02 00 00 00 00
00000020 00 90 80 P2 92 00 00 00 09 00 00
00000030 00 00 00 080 13

éoedeee3s

com,. apple.metadata: kMDItemWhereFroms:

oopo0000
geocerle
600008020
00000030
006000040
06000050
006000060
o6oaee7e
0006060080
20000090
000000640
ooeoeoBs
ooeodeole
20008000
000000ED
000000F0
00000076

62 78 6C 69
74 70 3A 2F
6E 2E 60 6&F
62 2F 6D 6F
72 65 66 6F
35 2E 30 2E
46 69 72 65
2E 64 6D 67
77 2E 6D 6F
2D 55 53 2F
6E 6C 6F 61
63 74 3D 66
31 26 6F 73
2D 55 53 o8
60 00 00 o0
00 00 02 o6

com.apple,quarantine;

00000000
06000010
00000020
80000030
bogooe4e
00000044a

30 30 30 30
66 61 72 69
30 45 2D 34
33 37 43 42
78 6C &5 2E

73
2F
7A
TA
78
31
66
SF
7TA
70
64
69
30
oB
00
oo

3B
3B
31
32
53

74
64
69
69
2F
2F
6F
10
69
72
2E
72
6F
74
03
D3

35
34
35
37
61

30
6F
6C
6C
72
6D
78
5C
6C
6F
68
65
73
e
00

30
44
41
44
66

30
77
&C
6C
65
61
25
68
6C
64
74
66
78
00
(1)

36
30
20
3e
61

A2 01
6E 6C
61 2E
61 2E
6C 65
63 2F
32 30
74 74
61 2
75 63
6D 6C
6F 78
26 BC
06 00
00 oo

36 66
43 41
42 37
37 7C
72 69

02
6F
6E
6F
61
65
31
79
6F
74
3F
20
61
00
00

33
39
35
63

41
01
ee

5F
61
65
72
73
6E
35
3A
72
73
70
31
6E
0o
06

38
31
36
6F

B6
01
1]

1o
64
74
67
65
20
2E
2F
67
2F
72
35
67
91
0@

37
32
20
6D

17
00
oe

66
2E
2F
2F
73
55
30
2F
2F
64
6F
2E
30
21
ee

38
20
39
2E

2B
00
00

68
€3
70
66
2F
53
2E
77
65
6F
64
30
65
00
ve

53
44
43
61

16
08
ee

74
64
75
69
31
2F
3
77
5E
77
75
2E
6E
ae
00

61
45
38
70

|bplist@e. .3A..+. |

llV.li-o-l!!Icccll
lbhnl'-.----l-lnll
I

|bplistee..._.fht|
|tp://download.cd|
|n.mozilla.net/puj
|b/mozilla.org/fi|
|refox/releases/1|
|5.0.1/mac/en-US/|
|Firefox%2015.0.1}
| .dmg_..http://ww|
|w.mozilla.org/en}
|-US/products/dow|
|nload.htal?produ|
|ct=firefox-15.0. |
|1&0s=0sx&lang=en|
[=US. teenaennnnel
[ wa——y
I

ceeenel]

|0000;5066f387;5a|
|fari;4D8CA912-DE|
|@E-415A-B756-9C8|
[37CB27D87 |com. ap |
ple.Safari|
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Downloads - Extended Attributes [2]

Attributes depend on Application Developers

e Data URL — Where item was downloaded
» Origin URL — Referring URL

e Time in Hex (Unix Epoch) (10.6+)
» Agent Name (10.6+)

 Event Identifier (10.6+)

» Agent Bundle Identifier (10.6, 10.7)

The contents of extended attribute data can vary by operating system or application. Each browser saves
different extended attributes:

Safari — All in slide
Chrome — Does not use kMDItemDownloadedDate

FireFox — Only com.apple.quarantine

The extended attributes can contain useful information such as:

Download dates

URLS — The Data URL shows where the data was actually downloaded from, the Origin URL
shows where the download was referred from.

Quarantine Data — Contains information related to Apple’s file quarantine system.

References:

NSDate

http://opensource.apple.com/source/CF/CF-368/NumberDate.subproj/CFDate.h
http://opensource.apple.com/source/CF/CF-550/CFBinaryPList.c
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File Quarantine

| — PR e—— & i —

“Google Chrome” is an application downloaded from the
Internet. Are you sure you want to open It?

i “Google Chrome™ is on the disk Image “googlechrome.dmg”, WebProcess
R R downloaded this disk Image on September 27, 2012 from
www.google.com,

|_| Don't warn me when apening applications on this disk image

@ | Show Source | | Cancel | | Open |

“0OxED" is an application downloaded from
the internet. Are you sure you want to
open it?

Firefox downloaded this file today at 1:52 PM.
© [ cancel | | oOpen |

© BANE, )
A Righte Reserved |

Mace Forensic Analysis

Apple uses file quaranline o protect the system by checking files against a malicious file dalabase (more on this
in the Advanced Analysis section). It is also used to inform the user where and when a file was downloaded
from when the user attempts to execute the file.

In the slide above, the top screenshot shows that a disk image named googlechrome . dmg. This file was
downloaded on September 27th from google. com.

The screenshot on the bottom shows the application ‘0xED” was downloaded at 1:52pm using Firefox.
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Extract Property Lists From
Extended Attributes

Output File:

xattr -p com.apple.metadata:kMDItemWhereFroms
Firefox\ 15.0.1.dmg | xxd -r -p >
firefox wherefroms.plist

Standard Output:

xattr -p com.apple.metadata: kMDItemWhereFroms
Firefox\ 15.0.1.dmg | xxd —E S plu i S0 =

TR O Ay Ganen |
Item O String httpe, Hdmluad :dn m:nlmwwbmuﬂhorgmrcl'oxmlemm.s 0. 1.*ma:f¢n-mmm!omms 0.1 drng
tem 1 String http:f fwww.mozllla.org fen-US/products /download htmPproduct=firefox - 15,0, 1404 = osxfdang = en-US

Mac Forensic Analysis

Some extended attributes contain binary property lists. To extract these for more detailed analysis, we can use
the xattr command with the —p option. This option “prints” the attribute data .

Using only the —p option, it will print the hex version of the data. To create a file we must use the xxd
command to “revert to binary” (-r) and print to “plaintext” (-p). We can use the “>” symbol to redirect the
output to a file.

Together the commands will look like this. This command prints the output of the
com.apple.metadata: kMDItemWhereFroms attribute to a file named
firefox_wherefroms.plist.

xattr -p com.apple.metadata:kMDItemWhereFroms Firefox\ 15.0.1.dmg | xxd -r
-p > firefox wherefroms.plist

To print a binary plist directly to standard out on the Terminal use the following command format:

xattr -p <attribute name> <file> | xxd -r -p | plutil -p -
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Trash
~/.Trash

total 4@

grukr-xr-x+ 14
drwxr-xr-x 5
—fm—————— ]
=Tw=re-r—Q 1
e === 4
—fy————— 1
dryx—————— + 3
drux—-—=—-+ 4
drux=———-—-+ &
drux--——-—@ 32
X -——=—m + 3
erug~————-— + 3
grwx—————m + 4
drwxr=xr=x+ 5

elwoodblues
root

etwcodblues
elwoodblues
elwoodblues
elwoodblues
elwoadblues
elwcodblues
elwoodblues
elwoodblues
elwoodhlues
elwoodblues
elwoodhlues
etwoodblues

Elwocds-Mac:~ elwoodbluess 1s -1a

staff 476 Sep 27
admin 176 Sep 23
staff 3 Sep 23
staff 12292 Sep 27
staff 136 Sep 27
staff 59 Sep 27
staff 182 Sep 23
staff 136 Sep 23
staff 284 Sep 27
staff 1888 Sep 27
staff 162 Sep 23
staff 182 Sep 23
statf 136 Sep 23
staff 178 Sep 23

7 20:50@ .

11:25 ..,
%1:25 .CFUserTextEncoding

2e:58_,0D gre
20:50] . Trash |
20:11 .bash_history

208:89 Desktop
11:25 Documents
26:56 Dawnleads
20:34 Library
11:25 Movies
11:25 Music
11:25 Pictures
11:25 Public

© SANS,
Alf Rights Bameoved

Each user has their own hidden .

Mac Forensic Analysis

Trash directory. This is located in the root of their home directory.
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Where Did Items in the

Trash Come From?

FAVORITES
ZE All My Files
ﬁq Applications
Desktop
@ Documents
© Downloads
Movies
J9 Music
@) Pictures

DEVICES

Date Modified
Sep 5, 2012 6:42 PM

.4 Firefox 15.0.1.dmg
‘w MacForensic Open

Open With »

Empty Trash

I

Get info
Make Alias
Quick Look *Wireshark 1.8.2 intel 64.dmg”

The .Trash contains “deleted” items. Each trashed file can be restored using the “Put Back™ option in the

right-click context menu.

Mac Forensic Analysis

This “Put Back™ data can be found in the hidden .DS_Store fileinthe . Trash directory.
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Where Did the Trash Come From?
.Trash/.DS_Store Record _Format

Record Listing is preceded by 4-byte record number

4-byte Filename Length

Variable Length - Filename (UTF-16 — double the byte length)

4-byte Structure ID

* “ptbL” — Original Location
» “ptbN” - Original Name

4-byte Data Type
« “uatr”  UTF 16 String

4-byte Data Length (Double length for UTF-16 strings)

Variable Length — Data

Mac Forensic Analysis

Each record in the .DS_store file can be identified by a UTF-16 filename, just prior to this filename is a 4-
byte filename length. These are followed by a 4-byte Structure ID, and 4-byte Data type. Some of these
Structure IDs and Data types have been documented in the reference pages below. The final part of the record is
the data size and data — this can be a variable size.

Each deleted file will have:
e Filename
* Original File Path

These records are preceded by a 4-byte record number. This will determine how many records are in this file.
References:
http://search.cpan.org/~wiml/Mac-Finder-DSStore-0.95/DSStoreFormat.pod

https://wiki.mozilla.org/DS_Store File Format
https://github.com/dscho/dsstore
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Trash .DS_Store Example

Data Before...

3 .. ceflbrelflox, L1

L5...82...1., Do gptelusty
s WHser s /e lwg.e

.g.p.lue s S Bewnle
| .0.d.5./.....F.i.r.e.f.ox
I SR TN B I R %2 &0
LLEAre fiox. U
.5...8. ,.1..‘d,m.9“‘,,3~(.a
':f .c.forens.icslra
Algetor.. . p.d. fptblustr, .
LLls.erLsLSie w0000
SBo1aie s /B owen Lo
s A Maac Faeren

...Data After

B e p—

Mac Forensic Analysis

Size (bytes)

Data

Record 1 — Filename Size | 4 0x00000012 = 18 (characters)

Record 1 - Filename Variable “Firefox 15.0.1.dmg”
(UTF-16 — length doubled)

Record 1 — Structure ID 4 “ptbL”

Record 1 — Data Type 4 “ustr”

Record 1 — Data Size 4 0x0000001C = 28 (characters)

Record 1 - Data Variable “Users/elwoodblues/Downloads/”
(UTF-16 — length doubled)
Record 2 — Filename Size | 4 0x00000012 = 18 (characters)
Record 2 - Filename Variable “Firefox 15.0.1.dmg”
: (UTF-16 — length doubled)
Record 2 — Structure ID 4 “ptbN”
Record 2 — Data Type 4 “ustr”
Record 2 — Data Size 4 0x00000012 = 18 (characters)
Record 2 - Data Variable “Firefox 15.0.1.dmg”

(UTF-16 — length doubled)
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SSH Known Hosts
~[.ssh/known_hosts

Hosthame

IP Address
Public Key

Elwonds-Mac:.ssh elwoocdbluess pwd

fUsers/elwoodblues/. ssh

Elwoods—Mac:.ssh elwoodklues$ cat known_hosts

nibble,192,168.1.134 ssh-rsa AAAAB3NZaClyc2EAARADAQABAAABAQL LN S tDZ I TRCeBBNRRLXKINWONKEG
20B+30Ydt 18y3SERSAXOYOPY2GRI Iz FRIGUK gy X IKSK2D roheyNbe tHY dxLtMuS 2TG+4U3FFeYgHcl YhaHril
DAV/ 811 LgNe XIHKCH+SEC T dNavIMP+ygSZ0DXvOPe1ckIKNF LpcyglsCavwlFZV3dqXIVGKrdY4SwxenGmSYo
nwy%czaYqdpt@c90z20i+1E4UupssgNZtOV/ IKZLBwj49x160m2Aemi/ g5 f 1BBE6KAPCUZMESHA FQv2/dbOus+G
epVel vZHApGSpDG2F2UnPr725d6udx TZESNUIWY LB/ YDR1/ 7 $8MPnIvS/

Muac Forensic Analysis

If a user is more computer savvy, they may use SSH to connect to other systems. The SSH known hosts file
contains a hostname and/or IP address and a public key. This file is not a definitive way to show all systems that
a user connected to, but will contain those that have a saved public key.

By default the hostnames and IP address should be human readable. 1f the user has configured their
/etc/ssh/ssh_config file to set HashKnownHosts to yes, this data will be hashed.
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Mac Most Recently Used - MRUs
~/Library/Preferences/

¢ Applications
¢ Documents
e Servers

e Hosts

Mac Forensic Analysis

As with Windows OSs, Mac also has many Most Recently Used information.
¢ The LSSharedFileList property lists have the most recently used files per application.
* The com.apple.finder.plist has the most recent folders.

* The com.apple.recentitems.plist holds the most recent applications, documents, servers,
and hosts.
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Recent D_ocuments by AppliEation [1]
*.LSSharedFileList.plist

e One property list for each application that
has an “"Open Recent” Menu

New from C

Open...

Open Recent [& About Stacks

& About Downloads

Close Window
Close Selected Clear Menu
S.':‘.-'L

Duplicate

Mae Forensic Analysis

The ~/Library/Preferences directory contains many * .LSSharedFilelists.plist property
lists - each associated with an application.

These lists can be viewed inthe File | Open Recent menu shown in the screenshot above for each
specific application. The example shown above is for the Preview application.

50



Recent Documents by Application [2]
* LSSharedFileList.plist

9146 Aug 17 23:39 com.apple.Console.iSSharedFilelist.plist
12315 Sep 29 14:45 com.apple.Preview,L5SharedFileilist.plist
1438 Sep 29 14:49 com.apple.Preview,SandboxedPersistentURLs . LSSharedFilelist,plist
12114 Sep 38 23:57 com.spple.TextEdit,.L5SharedFilelist.plist
2062 Sep 30 23:29 com.apple.TextEdit.SandboxedPersistentURLs,LSSharedFilelist,plist
118 Jul 12 22:9¢7 com,apple.ifhat,LSSharedFilelist.plist
118 Jul 12 91:58 com.apple.iPhoto.LSSharedFileiist.plist
12668 Jul 29 84:41 com.barebones,textwrangler.LSSharedFitetist.plist
2656 Sep 22 16:43 com.omnigroup.mnifutlinerPro.MacAppStore.LoShoredfilelist. . plist
2065 Sep 39 14:23 com.ridiculoustish.HexFiend,LSSharedFiletist,.plist
11487 Sep 38 13:51 cam, suavetech.dxED,LS5haredFilelist,.plist
11636 Sep 26 91:43 com.vmware.fusion.iSSharedFiletist.plist

Mac Forensic Analysis

Each application has its own LSSharedFilelist property list.

The existence of a particular application property list file means the application was used by the user at one
point in time.

51



Recent Documents by Application [3]
* LSSharedFileList.plist
Key Type Value
¥ Root Dictionary {1 item}
¥ RecentDocuments Pictionary {3 items)
Controiler String CustomListitems
MaxAmount Number 10 |
kCustomListltems Array (10 items;
Item 0 = Newest| P item 0 Dictionary (3 items)
»item 1 Dictionary {3 items}
»ltem 2 Dicticnary {3 items}
pitem 3 Dicticnary {3 items}
P item: 4 Dicticnary (3 items}
piten: 5 Dictionary {3 iterns}
»item 6 Dictionary (3 items}
p ltem 7 Dictionary {3 items}
P ttem 8 Dictionary {3 feems}
| __Ij_:e_m 9_ _= Qlde_§t_ » ltem S Dictionary {3 items}
Mac Forensic Analysis

Each LsSharedFileList property list contains a key, MaxAmount, that contains the maximum amount of
recent documents. The default for most applications is 10.

Generally, these MRU lists will have the newest item as Item 0 and older items going to Item 9 (default).
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 e—— BEEEE—,——— ]

Recent Document
Item Key
—— =
W CustomListitems Array (@ items)
¥ ltem 0 Dictionary {4 Hems)
Bookmark Data <B26(6f6b c0030000 0000G410 30000600 O0DOO0O0 OOOODOY
Name String For518_1,2014_0805_rev1.pdf
¥ CustomltemPraperties bictionary {1 itam)
com.apple.LSSharedFileList.Binding Data <646e6962 00000000 01000000 00000000 000GOODH DOOOOL
¥ tem 1 Dictlonary {3 Herng)
Bookmark Data <62616f6b A8030000 00NN0410 30000000 G000CC00 000000
Name String Technical Note TN'1150/ HFS Plus Volume Format.pdf
¥ CustomltemProperties Dictionary {1 ttorm)
com.apple.LSSharedFilsList,Binding Data <B48e6962 00000000 01000000 00000000 000NCH00 (OGD
¥ ltem 2 Dictionary % itams)
Bookmark Data <B26f6f6b b8030000 00000410 30000000 CO000000 QOOONO4
Name Sliing For51BHANDOUT, RefSheat.pdf
¥ CustomltemProperties Dictionary {1 demy)
com.apple.l.SSharedFileList.Binding Data <648a8962 00000000 01000000 00000000 00000000 CDOOO
w ltem 3 Dictionary {2 Hems}
Bookmark Data «62618f6b 4030000 00000410 30000000 HDOCOOCO ﬂﬂﬂﬂﬁﬂﬂ
Name String Getting_Started _with_QpanBTS_Range, Networks.pdf
¥ CustomltemProperties Dictionary £t sterm)
com.apple.LSSharedFilsList,Binding Data «<64686062 00000000 01000000 00000000 000CR000 GOOODE
Mae Forensic Analysis

Fach Item key contains the following keys. Each of these keys provides more information for each recent
document.

*  Bookmark Data
* Document Name

* Icon/Binding Information

The Icon/Binding data may let us determine what icon the file is using, in this case PDF. The document
name may not be enough information to find the document if it has been deleted. Extracting the Bookmark
data reveals more data, shown on the next slide.
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828 55 73 65 72|73 0 09 00:0B PO 89 68 61 01 0D B0 65 6C 77 6F |6F 64 62 60|75 65 73 00 USEIS..sesessssselvoodbiues.

956 09 07 £ BD/RL @1 00 09144 6F 63 75.6D 65 6F 74|73 69 60 £AI11 6D 60 BOIDL 8L £ B0 ........DOCUBENLS..aeeeaen.s

894 41 62 €F 75|74 2B 53 74 51 63 6B 73,2E 6C 70 64|65 07 8P £010 9 60 69 61 06 6B 69  About Stocks. |pdf ..

112 B4 80 O0 60!14 20 B9 0A:28 OO 05 PRI3C 60 6O 0.5 B) 00 00 89 83 08 0084 BF 00 B0  o.euesee(ene<es

149 @0 00 6O BB 03 09 87 @964 03 89 8057 53 B4 69|60 08 60 0965 0 08 0084 B3 68 80  suesseseserssSoonns

168 BS 53 B4 08103 80 06 00,05 0P 00 B0.09 63 BA BAIBA 53 B4 00:59 0 08 B0.10 08 60 4B .Su..rueseserseesSe

196 ©1 85 69 02|70 67 P 89|89 B3 PO BV |98 8O 0D OE.AD B0 B0 09113 B 60 0001 62 89 60  se.Pasesensasnsers

224 €2 00 80 G046 00 60 O0/6F B0 85 BY GG 69 B0 DGI00 00 B9 D910 0O D BOIBL 00 00 8D vesesssessessesnrensresnsnis

252 1 B 00 BA|4D 61 63 69°6E 74 6F 73,63 20 45 4405 07 €8 09'@4 £3 00 ©(08 28 CL CC  ....Hacintozh HD.vesseese v

280 99 08 DO POIBS DB A0 PAIEO P4 BV BA 44 AT BE DTGB UE 00 5024 09 PO 0AIBL 01 80 00  .u.nsssevecsheeoheeebacenens

308 38 41 38 31/96 33 92 31 2D 35 31 4939 2D 33 33|33 35 2D 42|33 45 33 20|31 36 39 43  BABIF3E1-5109-3335-B3E3-166C

336 35 36 34 30533 36 30 44,15 00 00 GO'AL 02 BA BAIGL 0O 0 6A 41 B9 86 0B EF 3F 60 08

364 01 69 63 0D/0D 60 89 60|02 0D HO BY 91 00 89 ©O|01 61 BA BA.2F 0 6D 6A 63 ©O BB 6O

392 61 65 60 0O 9Y 0D 8O PE/B1 B2 00 DBI0 31 62 66/31 36 37 6532 38 63 64136 63 34 38 L.e...s ....91bt167ezBedb046

429 33 61 35 3B 39 66 66 6135 35 65 6264 62 62 35|35 3B 30 6333 34 64 36 30 30 30 30 S0589¢fo55ebdbbb586c 3406 ;006

448 30 30 3 30.30 35 39 3030 3 30 30:30 30 3B 30/30 30 30 30:30 39 36 30732 32 50 30 0PO0D;PLEVACEY;B0G02H0050000

476 3B 32 38 3B63 6F 60 26 61 70 70 6C 65 2 61 70|70 2D 73 61 GE 64 62 6F |74 ZE 72 65  029;con.apple.cpp-sandox.re

584 €1 64 2D 77172 69 74 65|38 30 30 39136 30 39 30:39 30 €5 30130 50 36 30/32 38 30 30 ad-writs;ANEOADERNEON0NZ ;00

532 30 30 39 2039 30 30 20/39 34 35 3362 £1 3B 6099 09 80 68.FE FF FF FF 01 00 08 88 0896280045300} . s aansanens

560 BR BO 00 008 BA BH 90:04 10 PO H|SE BA AS BHI00 DA OO GHIUS 10 A POIBO BB BB BA  .......es..Xeaes

565 0D 09 0D B0:13 1P 69 0Q:(S 0O B2 0H:90 PO 00 BB .02 20 60 6H:68 01 00 DO:BA 6O €9 B0 IO (30 OO O evase

616 18 20 €6 POES OB 0N 9609 BV 0O BO/11 20 BO G011 BL 60 BD/BA B8 DO 0012 20 BA BB .+ ..ueverenrs e

644 FC 00 00 PO:02 60 0Y 6013 20 69 ©0:0C BL 0O 69160 00 6D 6020 20 08 0D'48 B1 B 80  snesssss ssssves

672 00 90 08 030 20 69 06174 BL 00 BOIAG 0D 02 AUZB0 FO 03 6O7C OL B BOI0D 90 €0 B8  ..uud subuesresesrealasssans
Maec Forensic Ana

The Bookmark data can be extracted and viewed in a hex editor. A Bookmark is a reference mechanism that
is used to find a file or directory, similar to Windows Link files.

Each bookmark starts off with the header “book”.

In the screenshot above various items of interest can be viewed:
»  Strings making up the file path (/Users/elwoodblues/Document/About Stacks.lpdf)
* Volume Name (Macintosh HD)
*  Volume GUID (0A81F3B1-51D9-3335-B3E3-169C-3640360D)
» Apple Sandbox data (91b£167....com.apple.app-sanbox.read-write..)

On newer systems, this Bookmark data may also contain PNG icons that can be extracted.
References:

CFURL -

https://developer.apple.com/library/mac/#documentation/CoreFOundation/Reference/CFUR LRef/Reference/refe
rence.html
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Recent Folders — FXRecentFolders [1]
~[Library/Preferences/com.apple.finder.plist

Filg Edit View Co | ¥ dow  Help
Back % K
Forward

Enciosing Folder xt

B Al Wy Files ¢%F
Y Oocuments 030
B Desktop %D
O Downloads X%l
@ Home O%H
N Computer oXC
@ Network oxK

B iDisk [3 .
£ Applications 0 RA .
¥ Uilliies oxXU B "

Recent Foldes All My Files
Applications
Desktop

Go to Folder...

Connect to Server... XK Dacuments

Downloads
SANS MAC
SECTION_2
VMware Shared Folders

Clear Menu

Mac Forensic Analysis

The Recent Folders are located in the com. apple.finder.plist inthe Preferences directory.
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Recent Folders - FXRecentFolders [2]
~/Library/Preferences/com.apple.finder.plist
¥ FXRecentFolders Array 4 wems)
¥item O Bictionary ¢2 tems)
file- backmark Data <626f6f6b 20020000 00000116 10200000
name String Documents
Viem L Dictionary {2 iremns)
flle-bookmark Data 6266165 10028090 00000110 16000000 1 0 ._7 -
name String Gownloads Sl o
¥ ftem 2 Qictivrary {2 Rems)
fAle-bookmark Cata <626166b 9020000 0000C110 10000000
name Sring Deskeop
¥ PXRecentFolders Array {10 tems}
»kem O Dictionary {2 izemns}
v item L Dictionary i itemist
¥ file-data Dictionary {1 item}
_CFURLATRTDASH Mata <00000000 026¢0002 0001056f 5f6d 7061 1 0 6
name Suing Projects M= g’
¥ ltem 2 Dictionary {2 items}
w file~data Dictionary (1 e}
_CFURLAlIasDasa Daga <Q000C000 02740002 0001056f 6F5S7061
name String Documants
Mac Forensic Analysis

Shown above are two examples ol the com. apple. [inder.plist file. Each recent ilem contains a folder
name and a reference link.

On top is an example from a 10.7+ system. The £ile-bookmark is a file reference using the same bookmark
format as before.

The bottom screenshot is an example from a 10.6 system, the file reference  CFURLAliasData uses another
format called alias data, rather than the bookmark format.
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Recent Item
Alias Data

000 0D 00 5O 0902 32 00 H2(09 81 D6 6160 66 72 6564 00 00 00100 00 GO GO PO 00 00 B0  ...........6lfrede i iiiinn.
920 0D @9 60 89 00 &9 0O B0 |BO 89 CC 45/A5 6D 48 2B/00 05 62 608D 61 86 61 6C 66 72 65

056 64 09 00 02 92 29 02 00|80 92 20 0O |00 00 20 BB/60 A5 A2 22160 BA A4 20 BO 60 6O 0B

054 ©2 £0 00 62:00 60 BO 02 |BH 60 60 HE /0O 6D O 009 60 8D 60 |0 B 60 09 OB 00 6D 0D

412 o6 68 69 6000 62 CC 45|A5 80 30 0|00 8P 60 60 |BO 96 FF 7F FF FF 08 99 /@D 02 60 88

140 00 @0 60 6300 £O BA BA|BE 0V 0D B2 BB 86 61 6C 65 72 65 6400 19 00 AG1EN 09 CC 46

1656 87 FO 99 6996 11 20 B0 |08 96 CC 46|07 FD 96 89|00 61 00 50 06 A2 90 BD,61 €C 656 72 ..

196 65 64 3h 61 GC 65 72 65|64 89 €9 BE 90 BE B0 6609 61 6D 6C'0D 66 09 72180 65 60 64 edialfred........0.l.f.r.2.d
224 BB OF 04 OE 02 86 0B 61(BD 6C 60 66(00 72 80 6500 64 B2 12 60 PO BA 13 8 B0 2F 55 .......0. 1 foreeudiinnnenl AU
252 T3 65 T2 73 2F 61 6C 66|72 65 64 68|08 14 81 6C 0 09 29 BBI01 €C 09 B2 60 01 A 55  serssalfred....li..iilanesdl
280 GE 74 69 74 6C 65 64 Z8(31 00 00 50|60 BO VO 67 00 9B B0 050D BY @0 00 @8 00 CC 44  nbitled 1.vveevicarinenaasaD
308 43 99 43 2B 00 60 60 ©3/19 B2 13 61 6L 66 72 65 64 2E 73 70161 T2 73 6562 75 6£ 64 H.He.......0lfred.sporsebund
336 ecssaaae;maamw;maaaawmaamm.maa%m%e&mwwwmmm

364 ©0 00 00 60 60 80 0O 60|00 60 60 60 DO 0D 60 60 |BY €0 60 63 19 54 CC 45 AS &D 08 09

302 @B 60 @69 0000 @0 FF FF|FF FF 60 00(09 20 00 ¢0(09 06 09 50.00 88 86 0 09 66 80 00

420 @60 67 2E 61 6C 66 72 6564 00 60 10/60 08 00 60/CC 44 AB 6500 00 00 11 00 63 60 00

448 CC 46 67 FD .62 20 90 01100 08 60 02:19 B2 86 @I(91 85 B 02:00 20 55 6€ 74 6% 74 6  F.icovuicnnanreaaaas,Untitl
476 65 64 20 31|34 55 73 65|72 73 3A 2E 61 6C 66 7265 64 3A 6160 66 72 6564 2E 73 70 ed 1:Users:.alfred:alfred.sp
504 6172?365%62?5656”686586 PE 20 28 88 1360 61 8O 5C.00 66 98 72:00 €5 @8 64  orsebundie...(...a.l.f.r.e.d
632 69 2C 08 7300 70 68 61/08 72 89 73:00 65 BA 62 069 75 69 GE[0D 64 98 6C 09 65 BY BF  .,.s.p.0.X.S.e.b.u.nud,l6..
560 69 16 0D 6A 69 55 60 GE|BD 74 6D 6966 ™ 0P 6C00 65 BA 64100 28 66 31:00 12 80 21 .....Mant.iltledd. WLl
588 55 73 65 7273 oF 2E 61 6L 66 72 65 64 2F 61 6C 66 72 65 6412E 73 70 61 72 73 65 62  Users/.alfred/alfred.sporseb
616 75 6F 69 60165 20 oA 1300 01 2F BOIFF FF a0 6980 15 69 62,00 0D FF FF 00 00 || untllessiee/snnsnnnnannniisl

Maec Forensic Ang

Using the same method we can extract the alias data. It contains many of the same file pointer data found in a
file bookmark, as shown in the screenshot above.

¢ File Path

*  Volume Information

In the screenshot above various items of interest can be viewed:
» Strings making up the file path (/Users/alfred/alfred.sparsebundle)
e Volume Name (Untitled 1)

*  Volume Format - A string that shows the format of the volume, in this case “H+", is found on the
second line.
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Recent Items [1]
~/Library/Preferences/com.apple.recentitems.plist

|l 8 Finder  File Edit Vew Go Window Help

This Mac .
Software Update. .

App Store.

System Preferences.
Dock

Applications

& OxED

© App Store

& Archive Utlity

@ Firefox

@ Gosgle Chreme

& Installer

@ Tunes

G Preview

® Safar

Ml Terminal
Documents

™ .0S_Store

& About Downloads

& About Stacks

@ VMware Tools.pkg

Servers
Clear Menu

Mac Forensic Analysis

The Apple menu in the menu bar has a list of recent items used for each of the following:
* Applications
* Documents

*  Servers

The property list file com.apple.recentitems.plist holds this data and also includes recent hosts
access via the Go | Connect to Server menu.
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Recent Items [2]

~[Library/Preferences/com.apple.recentitems.plist

Documents
Applications
Servers
Hosts
Key i Type Vajue

¥ Root Dictionary {4 items}
P RecentServers Dictionary (3 items)
» RecentDocuments Dictionary (3 items)
P RecentApplications Dictiorary {3 items)
» Hosts Dictionary (3 items}

© BANS
A Righs Reserva,

Mace Forensic Analysis

The com.apple.recentitems.plisl file is organized by each arcu:
*  Servers
*  Documents
* Applications
* Hosts
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Recent Applications
- -
com.apple.recentitems.plist
I ﬁecentﬂpplicam Dictionary (3 Items)
Controller String CustomListltems
MaxAmount Number 10
¥ CustomListiteams Array {18 items}
¥ item O Dictionary {3 oms}
Bookmark Data <628f6f6b cc020000 00060410 30000000 00000G
Name String Xcode.app
¥ GustomltemPropertiss Dictionary {1 fem)
com.apple.L8SharedFile... Data <646e6962 00000000 02000000 00000000 N0OOQ
¥ ltem 1 Dictionary {3 tems}
Bookmark Data <626f6f6b 14030000 00000410 30000000 0O000Y
Name String Keychain Access.app
¥ CustomitemProperties Dictionary (1 item)
com.apple.LSSharedFile... Data <646e6962 00000000 02000000 90000000 H000(
¥ [tem 2 Dictionary {3 Rems}
Bookmark Data <626f6f6b dc020000 00000410 30000000 00000
Narme String sylitebrowser.app
¥ CustomltemProperties Dictionary {1 Hem)
com.apple.LSSharedFile... Data «646e6962 00000000 02000000 00000060 0000(]
Mac Forensic Analysis

The Recent Applications key contains the most recently used applications, the default is 10
applications.

As with previous examples, the bookmark data holds the contents of a file or directory reference. The name and
file icon are also included.

Newer systems use com.apple.LSSharedFileList.binding to potentially hold a file’s application
binding, similar to the Icon key that older systems use.

Each icon key is a binary version of the application’s icon. This binary data can be extracted and a new file
created to view the icon. If you are not familiar with a specific data file, this could be used to determine which
application this file was used with.
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Recent Documents
com.apple.recentitems.plist
¥ RecentDocuments Dictionary (3 jtems})
Centroiler String CustomListitems
MaxAmount Number 10
¥ Custombistiterns Array {4 iterns)
¥ ftent () Dictionary (3 items)
Bookmark Data <626f6f6b bc020000 00000110
Name String About Stacks
icon Data <496d6752 000000e0 00000006
witem L Dictionary {3 itemns)
Bookmark Data <626f6f6b bc020000 00000110
Name String About Downloads
icon Data <496d6752 0000000 00000004
p item 2 Dictlionary {3 items)
»ltem 3 Dictionary {3 items)
Mac Forensic Analysis

The Recent Documents seclion holds the mosl recently accessed documents, the defaull is 10 documents,

On older systems, an Icon key is available. If the Icon data is extracted, it will show an icon of the type of file
it is. For example the ‘About Stacks’ file will have a PDF Preview icon. Preview is the Apple PDF/Image

viewing application.
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—
Recent Servers
com.apple.recentitems.plist
w CustomListitems Array (1 ftem)
Servers ¥ltem 0 Dictionary (2 lterns)
& files Alias Data <00000000 00a2 00010000
Name String files
Clear Menu MaxAmount Number 10
Controller String Customlistitems
v
000 90 60 00 20/82 A2 92 03 90 01 00 PO 0O 00 20 90 00 BB  ....eviecnnerennas
818 42 44 63 75 00 81 FF FF FF FF FF FF!FF FF 00 8000 80 BDCU..saenasssasas
936 90 98 86 28 84 88 12 81 FF FE 00 00 00 90 200D B8  .iniieissssssnenns
85¢ FF FF FF FF @0 OF 00 OC 00 05 89 66060 69 82 6C 08 65 ....essesesfaisl.e
B72 06 73 08 OF (B0 BC B9 D5 0O 66 9B 59|00 60 BB 6580 73 .S.......f.l.l.8.8
@999 ©0 12 60 60 60 13 6D OE 2F 56 6F 6C75 6D 65 73 2F 66  .uevesss/VoOlumes/f
198 469 6C 65 73 BG B9 08 24 09 24 63 69 66 73 00 6061 80  iles...**cifs....
126 00 60 73 6D 62 3A 2F 2F |47 55 45 53.54 3A 40 72/65 61  ..smb://GUEST:@rea
i44 64 79 73 6861 72 65 2F 66 6% BC 6573 80 FF FF 00 88  dyshare/files.....
Mace Forensic Analysis

The Recent Servers section holds the most recently accessed servers, the default is 10 servers. The data in
the Ttem key uses alias data, rather than bookmark data. The alias data can be extracted to view:

» Format of the server volume (This will be discussed in future sections).
*  Mount Point (/Volumes/files)
* Network location and protocol (smb://GUEST:@readyshare/files)

Recent Servers will likely be shared directories such as a file share, while recent Host s will contain
server specific connections rather than a specific directory.

BDcu
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Recent Hosts
com.apple.recentitems.plist

Server Address:

Favarite Servers: Reanar Servers

= = z — — - £3 readyshare

Clear Recent Servers, ..

/\?:) Remove Browse | | Connect

¥ Hosts ©© Dicticrary. § [ ltems)
Controlier String CustomListitems
MaxAmount Number 10
w CustomListitems Array {1 item)
¥item 0 Dictionary {2 ltems)
URL String smb;/ freadyshare
Nama String readyshare

Mae Forensic Analysis

The Hosts seclion holds the most recently accessed hosts, the defaull is 10 hosts. Recent hosts can be viewed
from the Go | Connect to Server menu in Finder.

The Ttem data will contain a name and a URL of the share link (smb: //readyshare)
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User GUI Preferences

Finder
Sidebar
Dock
Desktop

Spaces

Mae Forensic Analysis

A user’s workspace can say many things about a person. What applications are likely to be used more often,
how organized is the user, or what directories are important to them. The OS X interface has many entities that
can give you a peek into how a person uses their computer.
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i -
Finder
~[Library/Preferences/com.apple.finder.plist
(@ oo &4 Applications
i i - e Q )
L==l 3 _f. __t—"JL:—_‘?J - = ________'__.—U_______,,Jif
FAVORITES Lo Name: Wkl Date Madified Size Kind
2 All My Fil L Address Book Auy 4, 2012 8:18 PM 23.8MB  Application fi
{23 y Files X .
'y n & App Store Aug 4, 2012 B:18 PM 11.5 M8 Applicatien |
o Applications & sutomatar Aug 4, 2012 8:18 PM 14.5MB  Application '
i Desktop o Caleulator Aug 4, 2012 8:18 PM 9MB  Applicatien I
4 Chess Aug 4, 20012 & 18 P 10.1 M8 Application
Documents
0 Downloads W szsf\board Aug 4, 2012 8:18 PM 265 KB Appl!ca(fon
. ) B Dictionary Aug 4, 2012 8:38 PM 5.7 M8 Application
H Movies & DVO Player Aug 4, 2012 8:18 PM 28.7M8  Application
J3 Music @i FaceTime Aug 4, 2012 &:18 PM 13.8 MB Application
*3 Font Bool Aug 4, 2012 8:18 PM 14.6 MB Application |
£ Pictures u K 2012 !
¢l iCal Aug 4, 2012 818 M $2.8 MB Application
SHARED €3 iChat Aug 4, 2012 8:18 PM 49MB  Appiication
[ alfred’s MacBeook & Image Capture Aug 4, 2012 B:18 PM 4.5M8  Application
55 hyte @ iTunes Aug 4, 2012 B:34 PM 272.7 MB Agplication
&= Delorsan @ Lagnchpad Aug 4, 2002 528 M 301 KB Appl?cat?on
& Mail Aug 4, 2012 8:18 PM 80.5 MB Application
prvices & #ission Controt Aug 4, 2012 818 M 402 KB Application
B Photo Booth Aua 4, 2012 8:18 PM 11.7 MB  Anplication
G SANS, . .
A Riphi Rt Mac Forensic Analysis

The Apple Finder is comparable to the Windows Explorer, it is the main application allowing access to
applications, files, directories, networks, and other media.

On the left sidebar, the finder categories are shown, these of course are configurable by the user.

Favorites — By default the user directories are shown, such as Documents, Pictures, Music,
Downloads, ctc.

Shared — These are the other devices on the network than can be used for either file storage, other
computers that can be “screen shared”, etc.

Devices — Contains the volumes the system has access to; the host volume (Macintosh HD), USB
drives, CDs/DVDs, FireWire, Thunderbolt, mounted DMGs, etc.

Amongst the preference keys that will be covered, the com. apple. finder.plist conlains a huge amount
of user preference data. Almost every configurable item of the Finder can be found in this plist.

For example:

Show Mounted Servers

Show Mounted Hard Drives

Column Preference

Empty Trash Securely

X & Y Coordinates of different GUI features

Note: Each version of OS X may have different property list keys, though the notable ones are the same. 10.6
does not have nearly as many configuration details as systems 10.7+ (see the next page).
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Key Type Value
¥ Root © Dictionary & (56 items)

» NetworkViewSettings Dictionary {1 item)
FlowViewHeight Number 255
FXPreferredViewStyle String Nlsv
NSNaviastCurrentDirectory String fApaplications
RemovelDiskFromSidebarCnStartup 8oolean YES
SidebarPlacesSectionDisclesedState Boolean YES
FXArrangeGroupViewBy String Name
GoToField String fprivate/varflog/
FXPreferredGroupy String None
FXLastSearchScope String SCcf
EmptyTrashSecurely Boolean YES
MountProgressWindowlocation String {760, 2903
FXMyDocumentsArrangeGroupViewsy String Date Last Opened

» BrowserWindowState Array {1 item}
AppieShowAiiFiles String TRUE
CopyProgressWindowlocation String {57, 167}

P FK_StandardviewSettings Dictionary {4 items)

» TrashViewSettings Dictionary {3 iterns)
FK_{ICloudMode Boolean YES

» PackageViewSettings Dictionary {3 items}
NSNavBrowserPreferedColumnContentWidth Number 186
BackupProgressWindowlocation String {1130, 1041}

» NSToolbar Configuration Browser Dictionary (7 items}
FXConnectToBounds String {1717, 621}, (486, 231}

P RecentSearches Array 3 items}
FXToalbarUpgradedToTenfight Number 1
FXPreferredsSearchViewStyleVersion String %00%C0%00%0 1
FXConnectTolastURL String afp:} /somethingeise

P StandardViewSettings Dictionary 4 items}

» DeskropViewSettings Dictionary (2 items)
EmptyTrashiProgressWindowlocation String {760, 260}
NewWindowTargetPath String file:/f).Blefldm6562758.335740/
ShowRemovableMediaOnDesktop goolean YES
NewWindowTarget String PfHr
NSNaviastRootDirectory String {Applications
PreferencesWindow.LastSelection String SDBR
SideharDevicesSectionDisclosedState Boolean YES
SearchMyDocslibraryBrowseWithCustomViewStyle Boolean NO

» FXDesktopWolumePositions Dictienary (18 items}

» FXInfoPanesExpanded Dictionary {4 items)
LastTrashState Boclean YES
ShowHard DrivesOnDesktop Boolean YES
FK_iinenViewStyle String lenv

» ComputerViewSettings Dictionary {4 iterns}
DownloadsFolderListViewSettingsVersion Number 1
FK_SidebarWidth Number 192
SidebarSharedSectionDisciosedState Bociean YES
FXToolbarUpgradedToTenSeven Number 1
ShowExternaltiardDrivesOnrDesktop Boolean YES
ShowMountedServersOnDesktop Boolean YES

» SearchiewSettings Dictionary (3 items}
FXPreferencesWindow.Location String #4749, 191}, {355, 3591

P FXRecentFolders Array (7 itemns)
FXPreferredSearchViewStyle String Niswv

68



Finder — Desktop Volumes
~[Library/Preferences/com.apple.finder.plist

B oI [#DeskiopVolumerositions  Dictionary (62 irers) |
— - FATI2_WIN_-0x1.627e44p+29 Bictionary % lzems)
i I MacQuisition Dictionary & irems)
E : b PanTabler OX1.5 +26: Dictlonary ¢4 items!
- » TextWraitgler 4.0_0x1.51716L7p Dictionary 4 Ressi
WHFS_ APM_0x1.52061c9pe28 Dicxionary 4 items}
RAWR xRelative Number ~166
Screenld Number [

~ AnchorRelagiveTo Numbar 1
%E yRelative Number 62
P Firefox 0x1.5423Mp+28 Cictionary 4 Ttems)
—

& Usaful Seelpts _O0x1.86017bap+27  Dictlonary 14 iarms)

Dropbox b Tiger_-0x1.7476c46p+29 BDictienary 4 (vems]
Installer » Micrasoft Dffice Dictionary (4 items}
» MacResponse_Ox1.56thebdp+28 Dictionary 4 iterns}

» Unititled_0x1.55b30dcdp+26 Dictionary 4 items!

» TrueCrypt 7,48, 0. 4e12977p+28  Dicvionary (4 ftems}

> SLACKBAG ~0xbh.d27ed4dp+29 Dictionary (4 Items)

GobiE P HFS_GUID:_Dx1.3306208p+28 Dictionary “ lems)

Clirorie |~ P Cropbox lostaller 0x1.6978e77p Dictienary 4 items}
P STUFF_-On1.d27¢ddp+29 Dictionary 14 iemns]

© SAN - -
i " Mac Forensic Analysis

The Finder application stores the mounted volumes in the com.apple. finder.plist. (Remember we
already discussed how this plist also stores the Recent Folders inthe FXRecentFolders key.)

The FXDesktopVolumePositions key, mainly stores the X and Y coordinates of volumes when mounted
on the Desktop. This key can be useful for forensic analysts because it stores all the volumes that were mounted
by the user. It unfortunately does not store the date when it was last mounted, but we may be able to determine
that in Section 3 of this course with volume analysis in the logs. Knowing when a volume is mounted can help
an investigator determine when it was in use.

Each volume is listed by it’s mounted volume name, some entries have an appended number*, it is unknown
what this number represents.

Note: If the user does not have the Finder preferences configured to show items on the desktop, this key will not
exist.

*Bonus Points — Delermine whal significance (insignificance?) Lhis number represents. ‘'1he author would be
eternally grateful.
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v FXDesktopVolumePositions
» FAT32_WIN_-Ox1.d27e44p+29
» MacQuisition
» PenTablet_0x1.5dd99bbp+28
» TextWrangler 4.0_0x1.517f6b7p
Vv HFS_APM_0x1.5a261c9p+28
xRelative
ScreeniD
AnchorRelativeTo
yRelative
» Firefox_0x1.5423ffbp+28
» Useful Scripts_0x1.8b017bap+27
» Tiger_-0x1.7476¢c46p+29
» Microsoft Office
» MacResponse_0x1.561bebdp+28
» Untitled_0x1.55b30ddp+28
» TrueCrypt 7.1a_0x1.4e12977p+28
» BLACKBAG_-0x1.d27e44p+29
» HFS_GUID_0x1.5a226206p+28
» Dropbox Installer_0x1.6978e77p
» STUFF_-0x1.d27e44p+29

Dictionary
Dictionary
Dictionary
Dictionary
Dictionary
Dictionary
Number

Number

Number

Number

Dictionary
Dictionary
Dictionary
Dictionary
Dictionary
Dictionary
Dictionary
Dictionary
Dictionary
Dictionary
Dictionary

(68 items)
(4 items)
(4 items)
(4 items)
(4 items)
(4 items)
-166

0

1

62

(4 items)
(4 items)
(4 items)
(4 items)
(4 items)
(4 items)
(4 items)
(4 items)
(4 items)
(4 items)
(4 items)
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Finder — Last Server Connection
~/Library/Preferences/com.apple.finder.plist

T
"

XConnectToLastl

FXPreferencesWindow. Location String {10, 459}, {155, 359}
EmpyTrashProgressWindowt ocation String 1640, 262)

P PackageViewSetings Dictionary (3 nems}
PXConnectToLastURL String alp; [ /SIETWORNSTATION

Conoect (g Server

] Server Address:
[afo. 1 /SIFTWORKSTATION |(+) (©7)

Faverite Servers:

Remove

The FXConnectToLastURL key stores the last connection from the “Connect to Server” (Go |
Connect to Server) function found in the Finder menu.
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Finder — Last “Go to Folder” Entry
~/Library/Preferences/com.apple.finder.plist

OWse [owState Array T el
GoTofield String -{Library/Preferences/
’g_h 00 {38 Applications

S| FAVORITES! : e Modified |

»comd %3 Dropt Goto the folder: n 22,2012 1
' ty 9, 2012 7:§

2y 9, 2012 7:f)

> VYD @ Photo
» Desk : @ Munes Jun7,2012 95
> Stang 92 KeePassX Mar 29, 2016 1

Mac Forensic Analysis

The GoToField key stores the last item from the “Go to the folder:” function(Go | Go to
Folder..). This menu option can be used to go directly to a folder using a static or relative file path.
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Finder — Recent Searches [10.8-]
~[Library/Preferences/com.apple.finder.plist

RecentSecs

A

F s Address Bosk Aug 4 3 2552 ADDICREDD
& M My Filea & App Store L slamm 11.5 M8 Apphcation
s Arphictions & Mutoms Aug 4, 2042 & 18 Pht (45uE  Applcation
= Desktop Aug 4. 2012 L:1APM TME Apphcation
et st vty Avg 4 20612 §:18 PM 10.1 M2 Apphcatinn
= Aug 4, 2017 k18 MM 265 KB Apphaatien
{ $7ME  Applation
¥ RecentSearches Array {6 items) i AT
H E3LBME  Appication
Item 0O String drop 14648 Appiation
] 5Z,8MB  Appbeation
ltem 1 String ar o S serion
. ASME  Appixatson

item 2 String evernote sy
Item 3 String ever 101x8  Appication
0.5 M8 Appiacon
Ikem 4 String ver A0ZKE.  Appheation
1.7 v Agocation

item S String v

Mac Forensic Analysis

The RecentSearches key stores items that have been searched for using the search bar in the top-right
comer of the Finder window. It does a “live” search so you may see parts of a search term that is created while
the user is typing.

Note: This list does not appear to get populated unless an item is clicked on from the search results. It also
appears this is only on 10.8 and older systems.
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Finder Sidebar — System Items
~/Library/Preferences/com.apple.sidebarlists.plist

favorites OF systemiltems

¥ favorites Dictionary {7 items)
¥ CustomiistProperties Dictionary {2 items}
com.apple.LSSharedFileList.VolumesListMigrated Boolean YES
com.apple.LSSharedFileList.Restricted.upgraded Bsolean YES
ShowRemovable Boolean YES
ShowHardDisks Boolean YES
ShowEjectables Boolean YES
» VolumesList Array {73 items)
ShowServers Boolean YES
Controller String VolumesList

Mac Forensic Analysis

The com.apple.sidebarlists.plist contains the items found in the sidebar of the finder.

The systemitems or favorites key (version dependent) contains configurable items such as:
* Show Removable Drives (USB, External HDDs)
» Show Hard Drives
» Show Ejectables (iDevices, CDs, DVDs)

e Show Servers
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The VolumesList keys contain the items found in the sidebar of the finder

Finder Sidebar — Volumes List

~/Library/Preferences/com.apple.sidebarlists.plist

Volume EntryType

= Time Machine (AFPFS), AFP File
1ares, OSKFUSE Volumes

%I

o |
« Hard Drive, Boot tlard Drive I

« USH Flash, Time Machine Backups, ‘]
Disk Image (MFS, MBR)

517 « USB Hard Drive (FAT/ExFAT/HFS+) ]
1 024 « “Remote Disk” |
1027

1029 « External HDD (NTFS) ]

£ SANS,
Al Ry Riservell

history of items related to mounted volumes.

Each entry may have:

Alias Data
Name — Volume Name

Icon Data — If the volume uses a particular icon.

. This key may contain a large

Visibility Setting — If configured to be viewable by the user or not.

EntryType — Type of disk, some of the types are listed in the table above.

The EntryType keys may have different meanings depending on the version of OS X you are analyzing.
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¥ Volumeslist
¥item O
icon
» CustomitemProperties
Name
Alias
»item 1
vitem 2
» CustomitemProperties
Name
Alias
Visibility
EntryType
vitem 3
Name
SpeciallD
Visibility
EntryType
pitem 4
»item S
»item 6
»item 7
pitem 8
» item 9
» item 10
»item 11
> item 12
Vitem 13
Alias
Name
EntryType
»item 14
vitem 15
Allas
Name
EntryType
b item 16
»hem 17
» item 18
»item 19
»item 20
vitem 21
Alias
Name
EntryType
» ltem 22

Array
Dictionary
Data
Dictionary
String
Data
Dictionary
Dictionary
Dictionary
String
Data
String
Number
Dictionary
String
Number
String
Number
Dictlonary
Dictionary
Dictionary
Dictlonary
Dictionary
Dictionary
Dictionary
Dictionary
Dicticnary
Dictienary
Data
String
Number
Dictionary
Dictionary
Data
String
Number
Dictlonary
Dicticnary
Dictionary
Dictionary
Dicticnary
Dicticnary
Data
String
Number
Dictionary

{73 items)

(4 items)

<496d6752 000000c2 00000000 4642494c 600000b6 0000000
{1 item)

Dropbox

<00000000 00200003 00010060 cab93754 0000482b 0000000
(4 items}

(S items}

(1 item)

Macintosh HD

<0G000050 00880003 00010000 cab93754 0000482b 0000004
NeverVisible

261

(4 items)

iDisk

1,766,093,675

NeverVisibie

1€

(5 items)

(3 items)

(4 items)

(4 items)

{4 items}

(4 items)

(4 items)

(4 items)

(4 iterns)

(3 items)

<00000000 00780003 00010000 c72cf62f 0000482b 0000000(
Seuff

517

(3 items)

(3 itemns)

<00000000 00200003 00010000 cb3e1361 00G0482b 0000000
Google Chrome

1,027

(3 items)

(3 itemns)

{3 items}

(3 items)

(4 items)

(3 items}

<00000000 03000003 00010000 caae657e 0000482h 6173000
Data

8

{3 items)
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Finder Sidebar — Favorite Servers
~/Library/Preferences/com.apple.sidebarlists.plist

800 P
Server Address:
[afp:/ /somethingelse (2] (e}
Favorile Servers.
B afp://somethingelse

(Z) | Remove | Browse | [ Conneat |

v favoriteservers O @ Dbictionary (2 items)
Controller String CustomListitems
v Customiistitems Array (1 item)
v itemn O Dictionary (2 items)
URL String afp://somethingelse
Name String afp:/ fsomethingelse

Mac Forensic Analysis

While the com. apple.finder.plist slores the last server that may have been connected to, the
com.apple.sidebarlists.plist contains the favorite servers.

If the favoriteservers key does not exist, it means the user does not have any “favorite” servers
configured.

Each saved server will have two components:

* URL — Server URL

* Name — Favorite name, the default is the server URL
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~ ~/Library/Preferences/com.apple.dock.plist

¥ persistent-apps Array {14 wems; w persistent-others Armay {1 jem)
v hem 0 Dictlonary {3 items) vitem O Dictionary {3 itemsy
GUiD Number 1,203,577,786 GUID Numier 1.203,577,8006
tile-type String file-tile tile-type String directory-tle
¥ tlle~data Dictionary (7 iterns} ville-data Dictionary 8 iterns)
dock-extra Boolean NO showas Number )3
parent-mod-date Number 3,427,037,556 parent-med-date  Number 3,427,038,223
file-type Number 169 file-type Mumber 2
» file—data Dictionary £3 rems) b file-data Dictionary (2 items}
flie-iabel String Launchpad dispiayas Number o
file-mod-date  Number 3,423,071,325 file-labet String Bownlaads
bundie-identifier String tom.apple.founchpad.iauncher file-mod-date  Number 3,427,038,108
»tem 1 Dictonary (3 iters) arrangement Number 2
»Item 2 Dictionary (3 ems} preferreditemsize Numbsr -1
— e e )

Mac Forensic Analysis

The dock can be used to determine what applications a user is more likely to use often.

The com.apple.dock.plist contains two main keys:

* persistent-apps — These are the applications on the left of the dock separator (not including
Finder). These applications are listed in order from left to right (Item 0, Item 1, Item 2...Item N).

* persistent-others — These are folders that can be docked and viewed, the default folder in
the dock is Downloads, however many times you’ll also see the Document directory.

Each Item has data about the application or directory included:
*  View Types
* File Data, include Alias data and file path.
* Dock Label
» Modification Dates (File & Parent)

Other preference items may be found in this property list:
*  Dock Auto Hide
* Full Trash
* Icon Sizes

¢ Dock Magnification
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V persistent-apps Array (14 items}
viem 0 Dictionary (3 items)
GUID Number 1,203,577,786
tile-type String file-tile
vtile-data Dictionary (7 items)
dock-extra Boolean NO
parent-mod-date Number 3,427,037,556
file-type Number 169
» file-data Dictionary (3 items)
file-label String Launchpad
file-mod-date Number 3,423,071,325
bundle-identifier String com.apple.launchpad.launcher
»item 1 Dictionary (3 items)
b item 2 Dictionary (3 items)
¥ persistent-others Array (1 item)
vitem O Dictionary {3 items}
GuID Number 1,203,577,800
tile-type String directory-tile
¥ tile-data Dictionary (9 items)
showas Number 1
parent-mod-date Number 3,427,038,223
file-type Number 2
» file-data Dictionary (3 items)
displayas Number 0
file-label String Downloads
file-mod-date Number 3,427,038,198
arrangement Number 2
preferreditemsize Number -1

79




Desktop & Spaces

The OS X desktop can have more than one desktop. Shown in the screenshot above, there are three desktops and
the dashboard. Each desktop is called a “Space”.
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Desktop
~(Library/Preferences/com.apple.desktop.plist

~/L|braz/AEEI|cat on Support/Dock/desktopplcture db £10 9+)

Dlcticnary 12 fteens)

updme«id Numher 19,886,000
¥ Backgreund Oietionary 43 iem Tabla: | | 7] spaces
¥ 5pacos Dictioniaey 23 Theenss * =
v Dletionary (2 tarng) e —
» defaule Oictionary {12 iternsy space_duid
» 1535231424 Dietionary £%2 itenres) e
¥ 57F2263E-6384-4F0F-BCOD-03001D227024  Dicrionary {2 Reresy
» defauit Dictionary 232 Remst 1
b 1533231424 Rictionary RESICILTH l
¥ B08ABCIC-A489-4703-0040- 703DISASADI0  Dictionary {7 e} 2 2EBC23H0-84D1-425E-8C4B-68FE22CE0870
» defauit Dictionary (32 e} i
¥ 1535231424 Dleslonary (17 ey || 9 329584BB-AGCH-4910-B023-501E55A9A860
Noirage Boolean ND |
R — hems ||+ B6BE3AD2-EDC5-4021-8DC7-128A061EB623 |
ImageFitePath String fiibrary/Deskuop Pictures fPoppies.fpy
ChangeTime Number 1,860
NewChangeltath String fUbrary/Desktop Pictures
Change String Never
ImageFileAlias Data <0GRGH00C $0526003 Q0aDSIED cdddedl
NewimageFiicPath String fhibraryDesktop Pictures/Pogpies.jpg
ChangePath String [LibrarysOesktop Pictures
Placement String Crop
Kandam Hoalean NO
DrawBackgroundColar figolean Y&

Mac Forensic Analysis

The com.apple.desktop.plist file conlains details for each of the desklop spaces. Each deskiop has a
GUID identifier, except for the first desktop where it is left blank.

Each desktop has two profiles; a default and a numbered one. In general the data will be the same for each
profile. Each profile contains the configuration data for that desktop including:

* Background Image Data

* Change Background — The screenshot example does not change the background. If this were true, it
would show “TimeInterval”

On 10.9+ systems much of this information is stored in a database located ~/Library/Application
Support/Dock/desktoppicture.db. In the inset screenshot, the spaces table is shown with space
GUIDs — the first space still does not have an assigned GUID, it is blank.
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¥ Root Dictionary Table: _l_ spaces
update-id Number . R T
¥ Background Dictionary
¥ spaces Dictionary space_uuid
v Dictionary Filter
» default Dictionary
» 1535231424 Dictionary || 1
¥ 57F9263E-6384-4FOF-8CDD-030C1D227024  Dictionary m Mm : B1-425F .QOAm.mmﬂ ~50B Nm
» default Dictionary e
pulsidasidas Dictionary _u 3005B4BB-A6CB-4919-B023-501E55A9A960 |
¥ 808ABC3C-A489-4703-9040-7D3D36A9AD30 Dictionary -
> default Dictionary  ||4 BBBE3402-EDC5-4D21-8DC7-12BA061BB623 |
v 1535231424 Dictionary (12 items)
Nolmage Boolean NO
» BackgroundColor Array (3 items)
ImageFilePath String /Library/Desktop Pictures/Poppies.jpg
ChangeTime Number 1,800
NewChangePath String JLibrary/Desktop Pictures
Change String Never
ImageFileAlias Data <00000000 00b20003 00000000 c4d4edl
NewimageFilePath String fLibrary/Desktop Pictures /Poppies.jpg
ChangePath String fUbrary/Desktop Pictures
Placement String Crop
Random Boolean NO
DrawBackgroundColor Boolean YES
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Spaces
~[Library/Preferences/com.apple.spaces.plist

¥ Root Dictionary {2 items)
¥ app-bindings Dictionary {2 tems)
com.apple.ichat  String S57F9263E-6384-4FOF-BCDO-030CID227024
com.apple.icaf String
v SpacesConfiguration  Dictionary {2 items)
» Management Data  Dictinnary (2 items)
¥ Space Properties  Array {4 items)
*ltem: 0 Dlctionary {2 itemns)
naAME String dashboard
» windows Array {5 jtermis}
W lter: 1 Dictionary {2 itemns}
name String
> windows Armray (3 items)
vitem 2 Dictionary €2 items)
namme String S7F9263E-6384-4FOF-BCDD-030C1D227024
» windows Array {5 items)
¥liem 3 Dictionary {2 items})
name tring S08ABCIC-A18D-4703-8040-703D36AVADE0
p windows Aeray (2 items)

Mac Forensic Analysis

The com.apple.spaces.plist shows the same desktop GUIDs from the
com.apple.desktop.plist file.

Each space can have certain applications bound to it. In the example above, iChat is bound to the second space,
while iCal is bound to the first space (remember the first space does not have a GUID, it is blank.) ‘I'hese are
storcd in thc app-bindings key.

Each space has a GUID associated with it, these can be correlated to the GUIDs found in
com.apple.desktop.plist.

10.6 does not have a com. apple. spaces.plist file, this information will be found in the
com.apple.dock.plist file.
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¥ Root
v app-bindings
com.apple.ichat
com.apple.ical
¥ SpacesConfiguration
» Management Data
V Space Properties
vitemO
name
» windows
Vitem 1
name
» windows
v item 2
name
» windows
vitem 3
name
» windows

Dictionary
Dictionary
String
String
Dictionary
Dictionary
Array
Dictionary
String
Array
Dictionary
String
Array
Dictionary
String
Array
Dictionary
String
Array

(2 items)
(2 items)
S7F9263E-6384-4FO0F-BCDD-030C1D227024

(2 items)
(2 items)
(4 items)
(2 items)
dashboard
(5 items)
(2 items)

(3 items)

(2 items)
S7F9263E-6384-4FOF-BCDD-030C1D227024
(S items)

(2 items)
808ABC3C-A489-4703-9040-7D3D36A9AD30
(2 items)
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Saved Application State

e Introduced in 10.7 as “resume” feature
— Launches applications and windows to the previous state
from a system reboot or an exited application

» ~/Library/Saved Application State/

« ~/Library/Containers/<Bundle
ID>/Data/Library/Application
Support/<App Name>/Saved Application
State S s :

Are you sure you want to shut down your
compuier now?

M yo o nothing, the computer will thut dows
aurnmatically ba 55 setand.

[\ﬂ Reopen windows when logging back in

Cancel | [iSnunDown |

Mac Forensic Analysis

The Saved Application State, introduced in 10.7, is used to return applications to their previous state after a
reboot. When shutting down a user is given a choice to “reopen windows when logging back in”.

The directory ~/Library/Saved Application State/ also contains links to the . savedState
directories in the sandboxed application containers.
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Saved Application State
~/Library/Saved Application State/
~/Library/Containers/<bundleid>/Data/Library/Saved Application State/

.
nibble:Soved Application State sledwardss pud
fUsersfsledwsrds/Library/Saved Application Sktate
nibble:Saved Applicaticn State sledwards$ s -1t
totel 32

7 sledwerds staff 238 Nov 17 16:93 com.apple.finder.savedState

5 sledwards stalf 178 Nov 17 15:46 com.susvetech.BxED. savedState

sledwards steff 204 Nov 17 15:44 com.iapple.iChat, sovedState

sledwarés statf 3704 Nov 17 15:36 com.epple.dt.Xcode, savadState

sledwsrés staft 17 Nov 17 15:17 com.spple.systempreferences.ssovedState
sledwards staff 284 Nov 17 14:57 com.realmacseftware,littlesnspper, savedState
sledwards staff 272 Nov 17 13:48 con.apple.Teiminal, tavedState

sledwards =tsff 204 Nov 17 11190 com.microssfi.Powarpeint.savedState

slegwards steff 204 Nov 17 18:43 com.apple.appstore, sovedState

sledwards staff 170 Nov 17 18331 com.apple.installar.sevesState

sledwards staff 17¢ Nov 17 99:53 com.migresoft.autoupdateZ.savedState

sledwarés seaff 176 Nov 17 @9:46 com.apple.Saferi.savedState

sledwardz staff 178 Nov 15 63:46 coa,.apple.iCal,savedState

sledwards staff 138 Nov 14 85:51 com.apple. iTunes, savedState

sledgwards statt 136 Nov 14 85:51 com.aspple.keyehalsaccess.savedState

sledwards staff 136 Nov 14 85:51 cos.vaware,fusion.savedState

sledwards staff 136 Nov 14 @85:51 net.sourceforge.sglitebrawser,savadState
sledwards staff 170 Nov 14 05:48 com.gocgle,Chrome. savedState

sladwards staff 136 Nov 14 05145 com.spple.ActivityMonitor. zavedState

sledwards stafd 136 Nov 14 ©5:45 com.apple.lonsole.savedSeate

sledwards  steff 136 Nov 14 85:45 coa.ridiculoustish.HexFiend.savedState
dregem——-— sledwords staff 178 Nov 14 95:45 com.apple,Stickies,savedState

lraxr-xr=x 1 sledwards staff 113 Nov 10 09:37 com.apple.meil.saveditate —» fUsers/sledwards/L
ibrary/Containers/com, apple.sail/Datasiibrery/Saved Applicotion State/cos.opple.mail.sovedState
Lraxr-xr-x 1 sledwseds staff 123 Nov 10 29:37 com.apple.reminders.sevedState <> /Users/sledws
ris/Libracy/sContainers/con.apple. reminders/Dats/Library/Seved Application State/coa.apple. remind
ers.savedsState

lraxr-ar-x 1 sledwards staff 115 Nov 1@ 09:37 cos.apple.Notes.savedState —» sUsers/sledwardss
Librarvy/Contsinecs/com. apple.Notes/Data/Library/Saved Application State/com.apple.Notes, savedSta
e

PARLVEARABDVITDIARTHRARD

Mae Forer

Each application has its own directory named <Bundle ID>.savedState. Notice the links to the
application sandbox containers.

The existence of these directories mean the user has used these applications.
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Each .savedState directory contains at least two files:

Saved Application State
* savedState Directories

* windows.plist
— Required
— Property List File
* data.data
- Required
-~ Data
* window #.data
— Optional

— Multiple Files for each Window

- Data

windows.plist

data.data

TR IR, TAEATAL , Lhe e AR
tatal AN

1 sledwssds staft 1470208 Hov 17
staft 5588 Nov 1Y
3taft 146298 Nov 17
wPeeeeeeg | sleCuarés $taTf 116126 Rov 13
e g 1 sladvards seaii 144512 Mov A7
SLial) = 1 zledwards  seatt 2798 hoy 1T

18139 dnba.ests

93:40 wingow L.dota
§6:82 window, 72,5655
15:82 windew_3.dats
18119 window_1.daxa
18:19 viagows, pliss

FERRE LA BLEPATT ARPORTRUE 1Ty S RYRATEATae
toral 1%

“re

- =i

- 1 sledwards seatf 2778 Sug z4 37316 data.dsta
b glegwirds sestT 479 Aug 24 17516 windows,plist

Jessspale apitane senndSiatel
total )78

A Riedomrdt steTl TFATT Nov 17 RAN90 datr.dary

Pre—eee-@ 1 glegunegs  sisit 6562 Nov 17 11025 windinr t.davs
fumeseano | sledwards staff 135424 Now 17 11435 window_2.data
R 1 slodweras staFf 1474 Nov 17 11198 windews.plist

(TR AR LE R M A
tatal M8

== 1 sledwards STAEf 42012 Nov 47 1Bi16 data.data

€ 1 cleowores staff  ISTE Nov 17 15133 windmi 2. cats
1 sbedwarde  stafl 124368 Hov 17 26116 windox ),2ais
1 s\cdwerds  seafy 1224 Nov 17 16216 windows.pllat

rfeenaapple, Hindes. aneditatel
e

- 1 sledworde stafl 83216 Mov 17 16:88 deta.data
sfwee—e—sp 1 slodwacds stafl 5520 Nov 14 85147 window, 2.data
=hgeeeeanaf 1 sladwards  staff 47472 Nov 1F 1808 windes 22,208

-re- 8 1 sledwards statf 225688 Nov 17 15116 windew.6.dnte
P 1 sledworés sbeff 2028 Nev 17 16508 windows.piist
ol apple, LCAN, savodStated

16La1 48

hymemeees § aledvecds SUATf S332 Mov 15 42146 gata.dnte

“fu ¢ L sledwards 3X2ff SE60 Nov 35 @340 wirdow 2.data

mreefeeie= § Sledwdrog SLeTE  4PB Nov £5 02146 Mangows.plist

ot seplr, iCht A AT LAt

eial

enemmeme-= 4 jlefubrds  staff 72408 Mov 17 15154 date.dats

wrpevanwe-® L osledunrds  SUsEl  JA24 Nov 14 85149 window 3.dpta

o § i sledepsds ataff BO326 Moy 17 15154 wandeu Z.dsta
Lodwargs  wtatl 8 Hww 17 130840 winds

Additional files named windows_1.data, windows_2.data, etc. may also be created.
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windoss. plist
BT e[ wertowspfns 1 M Setecsion
| ey Tyod Vilue
witemn | Dicoonary {14 iteon)
N3WindowFrante String 583868273800 1366 745
NSDazakey Data <2e529b2a 2317908 SH:35¢8If acSddcor>
NSWirtdowNumber Number 5,724
NSMiniaturizationSeed Number it
NSWMindowMiniaturizeButtonFrame  String H27, 718}, £14, 161}
NSUNG String N3:78
NSwindowlO Number z
NSWindowZoomBunenFrame String {547, 7191, {14, 1))
NS#ialxnurized Bovlean YES
NSWindowlLevel Rumbser 9 |
NSDragReglon Dawn 03006000 15060000 100000 ¢
NSWindowlWorkspacelD Srring 4ASICAED-2208-4FBA-BLER-474D 6 7RBADS |
NsvlindowCics¢Bultonframe Strng. 7, 719), i14, 18
NsTie e [t
v iter 2 Oictionary 14 isarra)
NSWindowFrame Stng 6831 16 6A2 730 0 0 1366 746
N5DataKey Daza <azZbc?eha b202349¢6 2ddf7daa Idc3eH7>
NsWiadewNumber Number 5722
NSMinfaturizzianSeed Number L3
NSWindowMiniatueizeuronFrame String fdr, 7LIL (14, 157
NSUID Stelag NS4
NSWindowiD Number 3
NSWindewZoemBtionFrame String W47, TLIL (14, 164
NSKIniaturized Boolzan Yit
NSWindowlevel Number L]
NSCragRaglon Dara “R0000080 62000400 03000000 04004
NSWindowiVorkspacelD String AASICALG- 7208 AVIA-BIEN-4TADIET
NS#WindowCloyeButtonframe String Wr, TULL AL, 161
NSThe suing
whem3 Dicifonary (ks lsepnt
NSWindowFrame String -2 151368 732 0 0 1366 746
NsDataKey Da <HBeed77d7 SedbflSe edd4S5bf 4B 213
NSWindowNumber Number 5,720
N3MintawrizationSeed Number 3
NaWindowMimaturzedumonmframe  String W27, 7LLL (14, 16)
5

The windows.plist file contains information about the application windows that should be “reopened”.

While there are some windows positioning data, the interesting part is the NSTit 1e for each Item. This
contains the name of the application window. In the screenshot the Terminal window names are shown in the
right-click menu. This information may help a forensic analyst determine what was running or otherwise
happening with that application.
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Saved Application State - Forensic Tidbits
windows.plist

Window Names B WL I ) Executable iNode
(Finder) File Names File Paths N Hars

Running
Programs
(Terminal)

Connections to
Workplace 1Ds Other Systems
(Screen Sharing)

Web Browsing
(Safari)

Docurment
Names Recent Chats

FaceTime
(MS Office) {faeeTine)

Mac Forensic Analysis

Lots of good forensic tidbits can be found looking at the windows .plist file for an application.

Finder holds the names of opened Windows.

File Names are often found, specifically with applications that open documents. Microsoft Office
will have the names of opened files because they use the filename as the window name.

Workplace IDs, used to keep track of Spaces can be used to determine if an application is opened on
a specific Space.

Screen Sharing will save the names of connected systems.
Browser programs like Safari save the web page title as the window name.

Programs running in Terminal can be seen in window names, look for things like sudo, ssh, etc.

Many window.plist files have a key named NSExecutableInode, this is used to store the iNode
number of the related application executable.
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Saved Application State
n I L]
windows.plist Examples
viem 1l chtlannry (5 ltems)
T : NSWindowNumk Numb 48,265
Microsoft Excel NSWindowld  Number 2
Eila M=o NSDataKey pata <ecb386f7 00007824 2b152¢f8 7da3(630>
aile b ".,,!,._ﬂ,__ - NSTitle Stelng win?-32-nromanoff-timeline xlsx
NSWindowFrame String 04 1680 10240 § 1680 1028
¥ ltem L Dirtionary {12 items}
NSWindowFrame String 200 155 1280 522 0 0 1680 1028
NSTitie String alfred's MacBook
NSDataKey pata <fcid7¢74 d3e12d4N e0763730 OSFed09>
N$WindowMniaturizes rame  String 27, 803}, 114, 16}
NSUIID String _NS:167
NSDragReg Data <00000080 02000000 63000000 08000O00 1
Workspace NSWindoviLeve! Number 0
NSWindowWorkspacelD String 35380D87-AB2D-410B-BDED-A306BSE LOBAE
. ! D || NswindowCloseButtenframe String {7, §005}, {14, 163}
| = _L.LI. ~ L T —— Nm a AL, e N ™ lig
NSDataKey Data <2221c157 8046429
NSWindowiD Number 4,294,967,293
NSExacutableinode Number 8,915,489
Mac Forensic Analysis

The screenshots show examples of what can be found in Saved Application State windows .plist files.

From top to bottom:
e A filename used with Microsoft Excel
* A connected Screen Sharing System —al fred’s MacBook
* A Workspace ID used in Spaces

*  AnNSExecutableInode number that can be tracked back to a specific application.
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. - »
Finder — Applications Relaunch
~/Library/Preferences/ or
. . M .
~/Library/Preferences/ByHost/com.apple.loginwindow.plist
. —— e ——
¥ Root Dictionary il item)
¥ TALAppsToRelaunchAtLegin Array (14 ftams}
¥ ltem 0 Dictionary (4 itanst
Hide Bavlean KO
Bandlely String com.apple.finder
Path Stiing fSysreniblbraryfCoreSarvices{Finder.app
BackgroundState Number 2
wltem 1 Dictonary @ itasms}
Hide Bealean NG
Bundleld String con.vrware fuslon
Path String fhppltcavions NMwore Fusicn.app
Backgroundstare Numbar 2
¥items 2 DGictionary 1 frems}
Hide Booiean NG
BundletD String comreamacssfiware. llnlesnaoper
Path String fApplications jeinleSnapperapp
Backgroundstan Numbes 2
a3 Dictlorary (4 itpems)
Hide Boolean NG
Bundlel String com.micrasoft.ponespolnt
Path String fhpplications /Microsolt Office 2011/ Microsaft PowerPoint app
EickgroundState Number 4
w lteits 4 Dictioniry €4 itams}
Hide Beolesn NO
Bundletd String 2om,google.chzome
Path String {Applications fGoogle Chrome.app
9 5 Rumber 2
© SANS,
All T

Applications set to relaunch can be found in the com. apple.loginwindow.plist property list located in
~/Library/Preferences/ orthe ~/Library/Preferences/ByHost/ directories.
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Saved Disk Images
~/Library/Preferences/com.apple.DiskUtility.plist

2 74016 CAWUC 8030
o

# Neode JOK Ppralondd
£ Koy WL Fraprafevnd
= Reade Oevetbagpart 4
® R WK Phorwtona
& Noode ODeviabapgen

Salect & disk, volume, or image

& Teade CiTosly 167-1.0 ] Tyoe Vilue

2 TeatWiiagies & Qdog DUShowDetailsinFirstAld Boolean YER

& TreeCni 7.8 Mac O3 RINavLASIRGaDivetsry Sl ~fDogumants

& Moo CLToaby 10,71 0 K$Window Feame Disk Uility Silng 438 193 740 385 0 0 3640 1028

® hadawr b ol for x RiWinduw Frame Sngh Furtion Suing 519 351 727 734 0 O 3880 1028

DS TTe0 Ay iinEeR E — 1 _
Iem o String fus Lizraty/Cathes/com,apple.dt Xend fAzodz SDK ©-5,0.L.dmg
fem 1 String ibsrary/Cach apgle. 44 Xco fXcotie SDK. 4.3-43.0.).dmg
hem 2 Siing {Uscrsfoompa/Library/Caches/ com.apple.di. i dsfXeode, 4.x~4.0.1.dmp
Hent 3 Swring JUsecsfooropafUbrary/ Caches fcomapple dLXcode/ frzode SDK. 4.3-4.3.1,Ldmg
e 4 Suing FUsarafoomps/Lisrary/Caches com.appledt. XK 33,0, Ldmg
fem § Stfing i Ihinrary s lz.dt.Xcad f¥eode CLTonls, 10.7-1.3.dmg
wem 6 Srring { _2.0.dmg
kem ? Suing flesersfoompa/Downloads/TraeCrypt 7. 15 Mac OS Xdavg
Resn & Swing ib /! apple.du IXepde CLTools 10.7-1.3,1 dmg
5 neen 9 Strisig

JUrersfoamps [ Donoosdt/naieware o toots for, xoodt ding

Mac Forensic Analysis

The Disk Utility application often saves disk images in the sidebar of Disk Utility. These disk images are saved
in the com.apple.DiskUtility.plist property list in the user’s Preferences directory.
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User Logs — Disk Utiiity

~/Library/Logs/DiskUtility.log

2012-10-12 15:81:30 -0408: Preparing to partition disk: “Kanguru FlashBlu Media”
2012-10-12 13:01:39 -p40€: Partition Schemwe: GUID Partition Table

2012-19-12 15:01:30 ~0400: 1 partition will be created

2012-10-12 15:91:30 -9400:

2012-108-12 15:0%1:39 -0406: Partition 1

2012-18-12 15:01:30 -9400: Nome ¢ *Untitled 17
2012-10-12 15:01:38 -p400: Size : B.01 GB
2012-108-12 15:0%:32 -0400: File system ¢ Mac 0S8 Extended (Journzled)

2012-10-12 15:03:30 -94008:

2012-18-12 15:0%1:38 -9486: Unmounting disk

L1012 15:8%13% ~048B: Creating the partition map
2012-18-12 15:61:32 -040@: Walting for the disks to resppear

2012-19-12 15:01:36 -04086: Mounting disk

2012-10-12 15:81:36 -0408: Partition complete,

2612-19-12 15:01:356 -8400:

2012-1D0-12 15:82:22 -@408: Preparing to 2ero disk : “UNTITLEG 1"

2012-10-12 15:82:2% -0480: 1 Pass Secure Erase

20020012 151 1RI0E 04001 Secure brage completed successfolly Ao L0 misutes.

2012-10-12 15:13:11 -0408: Preparing te erase @ "UNTITLED 1*
2012-10-12 15:13:11 -04R6: Partition Scheme: GUID Partition Vable
2012-10-12 15:13:11 ~0400: 1 volume will be erased

2812-19-12 15:81:32 -048B: Formetting giskis2 as Mac 05 Extended {Journaled} with name Untitlad 1
2612-10-12 15:01:36 -2486: Initislized /dev/rdiskis2 as & 7 GB AFS Plus volume with a 8192k fournal

2012-10-12 15:23:11 ~Q440; Nome P MUNTITLED %
2012-10-12 15:13;311 ~0400: 5ize t 7.67 GB
2012-10-512 15:13;11 -9404: File system ¢ MS~DOS (FAY)

© SANS

Mac Forensic Analysis

Al Righas

Each user will have their own DiskUtility.log.

This log contains a history of:
*  Mounting Volumes
* Partitioning
* Formatting
* Erasing Volumes
*  DMG Creation and Manipulation
* System Restoration

= ...and more disk and volume manipulation

Volume metadata can be found here also, an example is shown on the next page.
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Name : Macintosh HD

Type : Encrypted Logical Partition

Disk Identifier : diskl

Mount Point : /

Disk Status : Online

System Name : 0S X

System Version : 10.8.1

System Build : 12B19

System Copyright : 1983-2012 Apple Inc.

File System : Mac OS Extended (Journaled, Encrypted)
Writable : Yes

Universal Unique Identifier : 3981E2E6-~0CAC-3A3E-BE1D-
90D583F89A5D

Capacity : 748.98 GB (748,977,844,224 Bytes)
Used : 398.62 GB (398,620,389,376 Bytes)
Number of Files : 935,405

Number of Folders : 218,939
Owners Enabled : Yes

Can Turn Owners Off : Yes

Can Repair Permissions : Yes

Can Be Verified : Yes

Can Be Repaired : Yes

Can Be Formatted : Yes

Bootable : Yes

Supports Journaling : Yes
Journaled : Yes
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User Logs — HFS File System Check
~/Library/Logs/fsck_hfs.log

Sdev/rdisk3s2y fsck_hfs run at Sun Jon 17 20:56:00 2010
we /dev/rdiskds2 (NO WRITE)
Exncuting fick_hfs (version diskdev_cmgs-493~1].
*% Chacking non=journaled HFS Flus Voluge.
#& Checking extents overflow file.
#% Chesking catalog file.
s Checking aylti-linked files.
*¢ Checking cataleg hiersrchy,
#e Lhecking voluee bitmap,
*v Checking voluse inferaation.
#+ The volume Drophox Installer appears te be OK.

Sdev/rdisk2s2r fsck_hfs run at Sun Jan 31 20:34:56 2018
4 Jdev/roksk2al (NO WRITE)
Executing fsck_hfs (verslon diskdev_cmds-491~1).

ws Checking non-journaled HES Plus Volime. Opening “googlechrome (1).dmg"..

w# Checking extents overflow file. = = = = Y
#s Checking catalog file, === - ) ]| Cencel |
## Chacking aulti-tinked flles, Verifying...

#+ Checking catalog hlerarchy.

¢ Lhecking volume bitmap.

we Checking voluse information.

= The volume TextWrangler 3.1 appears to be OK.

.

foevfeaiskds?: fsek_his run at Mon Feb 8 15:11:37 2010
we fdev/rdiskds? (KO WRITE)
Exacuting fsck_hfs (varsion diskséev_cmas-491~1).
w¢ Checking Journaled HFS Plus voluwe,
== Checking extents overflow file.
% Checklng catalog file.
»+ Checking sulti-linked files.
«= Checking catalog hierarchy.
ww Checking extended sttribules Pile.
we Checking volume bitmup,
»% Checking voluae inforzation.
we The volume rasp-5.21 oppears to be OK,

© BANS;
Al Rijginis

Mac Forensic

Each user will have their own fsck_hfs.log.

This log keeps track of mounted volumes that execute the “verifying” process when a user opens a disk image
file. This can show programs that the user may have installed, when the disk image was opened, and the location
on the /dev/ tree it may be found (i.e., /dev/rdisk3s2).
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Bluetooth — Recent Devices
~/Library/Preferences/ByHost/com.apple.Bluetooth.<GUID>.plist

¥ Root Dictionary {10 itemns}

DBEXPIMDataDisposition Number F4

DeviceExpiration Number 39

OBEXOtherDatabisposition Number 2

OBEXFileHandling Number 1

DBEXBrowseConnectionHandling  Number 1

PrefKeyServicesEnabled Number a

OBEXFTPRoctFolderLocation String ~fPublic

BluetoothVersionNumber Number 3

O8EXPIMDataSaveTolacation String ~/Downloads

¥ RecentDevices Dictionary (2 items}

70-cd-60-f6-eb-de Date Jan 1, 2013 2:141:15 PM
¢8-06-88-33-d9-e0 Date jan 1, 2013 2:35:53 PM

Mac Forensic Analysis

To know what Bluetooth devices may have been used, we can view the com.apple.Bluetooth property
list in the ByHost directory of the user’s Preferences directory.

The RecentDevices key holds the Bluetooth MAC address of the device, and the date it was last paired.
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Printers — MRU
~[Library/Preferences/org.cups.PrintingPrefs.plist

—— ]
¥ Root Dictionary {1 item}
¥ LastUsedPrinters Array {1 item}
v item 0 Dictionary {2 items}
Network String 192.168.1.254
PrinteriD String Brother_HL_2170W_series

Mac Forensic Analysis

What printer a user has used now or in the past may come up during an investigation. The property list
org.cups.PrinterPrefs.plist keeps track of what printers were used.

Each printer will have a network address (IP of default gateway) and a name (PrinterID). Section 3 will
detail additional artifacts of printing.
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Exercise 2.1 - User Account
Data & Preferences

Mac Forensic Analysis

This page intentionally left blank.
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Part 1 — User Domain Basics

Part 2 — User Account Information
Part 3 — User Data Analysis

Part 4 — Internet & E-mail

Part 5 — Instant Messaging

Part 6 — Mac Applications

Mae Forensic Analysis

This page intentionally left blank.
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AN COMPUTER [SeE]

~ V" and INGIDENT RESPONSE

Section 2 — Part 4
Internet & E-mail

Mac Forensic Analysis

This page intentionally left blank.

100



Native Application

Locations:

Introduced in 10.3

» ~/Library/Preferences/com.apple.Safari.plist
o ~/Library/Safari

» ~/Library/Caches/com.apple.Safari/

& SANS,

Rescrved s Mac Forensic Analysis

The web browser native to OS X since 10.3 is the Safari Web Browser. Safari forensic artifacts are stored in
different files in various directories.

Other browsers may also be used on OS X such as Firefox, Google Chrome, and Opera.
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Safari Preferences
~/Library/Preferences/com.apple.Safari.plist

Default Downloads Directory

_Réce_nt Searches
Other Settings

[¥ Recentwebsoarches Array 3 tems)
¥liem G Digtionary {2 tems)
SearchString String penguins
Date Date Bec 18, 2014, 3:34:11 AM
¥ ltem 1 Dictionary {2 tems}
SearchString String mac pro
Date Date Dac 15, 2014, 3:33:42 AM
Viten 2 Dictienary {2 items}
SearchString String chrome
Data Date Doc 14, 2014, £:50:41 PM

The Safari preferences file, com.apple.Safari.plist, can be found in the users Preferences
directory.

In the screenshot above we can see some of the recent search strings and the default downloads directory. Other
preference settings include:

* Permissions

Timestamp (Launch, Update, Cache, etc.)
* Sync Information
*  GUI Settings

Newer versions of OS X provide a timestamp in the Date key when this term was searched for.

102



Safari — Downloads

__~/Library/Safari/Downloads.plist

¥ DownloadHistory Array {1 tam)
v item O Dictionary {9 Hems)

DownloadEmryProgressBytesSoFar Number 86,812,133
DavinleadEntryProgressTotalToload  Number 68,812,133
DownicadEntryBook Biob Data <6266160 76030000 08000410 3000000C SOC0020 CGOASG0C BOCO0D)
OawnicadEntryRaleAddedKey DOate Deg 14, 2014, 4:51:286 Pt
DownloadEntryDatefinishedKey Date Dec 14, 2014, 4:539:07 PM
DownicadEntryldentifier String 01856613-E26D-4488-B3082-98A2F561782F
DownloadErtrylURL String bitps:f/di.googls com/chrome/mac/stabie/GGRM/gosgiechrome.dmg
DownloadEntryReraoveWnsnDoneKey  Boolsan WO
DownloadEntryPath String =/Downloada/googlech drng

© SANS,

The Safari directory contains the Downloads.plist file. This file contains many items that may interest a
forensic analyst about the Safari download history:

Al Riglits Rascried]

Mac Forensic Analysis

* Download Entry Identifier — Each download has a unique GUID

* Download Entry URL — A URL is saved showing where the download originated

+ Download Entry Progress Total to Load, Progress Bytes So Far - These keys store the total
bytes and downloaded bytes for the download. The download file may not always have the same

quantity of bytes if the download was canceled or otherwise stopped.

* Download Entry Path — Where the item was downloaded to, very likely will be in the default
Downloads Directory (~/Downloads)

* Download Entry Bookmark/Alias Blob — Bookmark or Alias data (Aliases are used in 10.6 and

10.7)

* DownloadEntryDateAddedKey, DownloadEntryDateFinishedKey - The timestamps of when

the download started and finished (10.10+)
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v DownloadHistory Array (1 item)

vitem O Dictionary {9 items)
DownloadEntryProgressBytesSoFar Number 66,812,133
DownloadEntryProgressTotalToLoad Number 66,812,133
DownloadEntryBookmarkBlob Data <826f6f6b 70030000 00000410 30000000 00000000 DOOOO000 000000
DownloadEntryDateAddedKey Date Dec 14, 2014, 4:51:26 PM
DownloadEntryDateFinishedKey Date Dec 14, 2014, 4:59:07 PM
DownloadEntryldentifier String 01856613-E260D-4488-B382-98A2F56 1782F
DownloadEntryURL String https.//dl.google.com/chrome/mac/stable/GGRM/googlechrome.dmg
DownloadEntryRemoveWhenDoneKey Boolean NO

DownloadEntryPath String ~/Downloads/googlechrome.dmg
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Safari — History
~ [Library/Safari/History.plist (10.9-)

Xey. Type Value
¥ Root Dictionary {& nems?
¥ WebHistoryDates Amay {247 tems)
vitem o0 Dictionary 1% ikeess:

Steing Beips 1/ feven,a00ls com Fzearchicl f: (5] h &ie=UTF-880e~LTF-8
title String elephants - Googie Search
lastvisitedDate String 376195468.0

¥D Arcay {1 irerm}
Iem O Number i
visitCount Numbier )3
vitem L Bletionary £5 zemsy

String https:§ faewv.googie.comfsearchicllent = safarifris wan g espnbiewUTF- 8&oe wifTF-8
title Steing espn - Google Search
TastVisitedDate Sring 3761954553

vo Asray {1 sem)
Item O Number L
wititCount Numbsr 1
Fltem 2 Dictionary {5 iteems}
¥ ltem 3 Dictionary {5 items:
*ltem 4 Blctionary {5 iems;
b ltem 5 Dictionary 7 itarns}

Mac Forensic Analysis

The History.plist file located in the Safari directory holds the Internet history. Each history Item
contains the following data:

* Blank key — Contains the visited URL
* Title — Page Title

+ Last Visited Date — Date the page was last visited in Webkit data format/Mac absolute time. The
windows-based tool, Dcode from Digital Detective and Mac-based tool, Epoch Converter from
BlackBag Technologies are free tools to decode this date format.

* Visit Count — The number of times a page was visited.
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Key

¥ Root

¥ WebHistoryDates
¥item 0

; Fmga.sﬂ.g
vD
ftem 0
visitCount
vitem 1

tide
lastVisitedDave
vD
Item 0
visitCount
» Item 2
»item 3
b ltem 4
b ltem 5

_Type

Dictionary
Array
Dictionary
String
String
String
Armay
Number
Number
Dictionary
String
String
String
Array
Number
Number
Dictionary
Dictionary
Dictionary
Dictionary

Value

(2 items)
(247 ttems)
(S tems)
https:/ /www.google.com/searchiclient=safari&rismen&q=elephants@le=UTF-880¢=UTF-8
elephants - Google Search ‘ - |
376195468.0

(1 item)

1

1

(S items)
:%M\\iz,sawg?__g?m&»:gulgbnlngls?gls?w
3761954553

(1 item)

1

1

(S items)

(5 items)

(5 items)

(7 items)
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L] L] L]
~/Library/Safari/History.db (10.10)
L e E——— ]
Table.  history, ftema =
-] wl domaln,_axoansion visit_counf
Par |Fiiear |Fbae ¥ uioe
1 1 | hitp:#support.apple.com/ibHT4906 |suppovtapple |1
} t 1

2 2 |h!tpﬂsuppoﬂ.app$e.wmlan-us/m201824 Jsuppm,apple |1
R 1 [ Fitgstreesese st phy quesns.cak-phiveiioet | la

« 3 | o ratecnt wp. drowimm oot comeontentip... | Y0 !
& 6 | nitpe:/iwww gaogle nPqush 20158i... igoogle | 1

Taoler | history vists B

M S viad_tima o -
e | [ |Fsor |

v |1 | a40z2e6294,186023

: 2 |2 | 440286204.167558 | iPhoto and Apertare: Using Photo Btream - Apple Support
s 3 s | 496083249.625502 | ExifTool by Phil Harvey _

PR {4 | saser7arsazasos | Gt For Hor

& 8 |8 | 443298090.305803 | shmoogan 2015 - Guagle Sasrch

5 BAN: - . —
Snam Mac Forensic Analysis

The History.db 3QLile database located in the Safari directory holds the Tuletnel history, similar
information found in the previous History.plist file.

Two tables in this database hold the most relevant data:
* history items —Contains the URLS, domains and visit count.

history visils—Contains the Mac epoch timestamp of when the visits occurred and the title of the
webpage.

You can correlate the data in these two tables with the “id” column.
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1 ] L]
Safari — Last Session
L L L] L)
~/Library/Safari/LastSession.plist
]
EEEEE————— — ]
¥ Root Dictianary 2 Mermy)
SessionVession String Le
» SessionWindows Ay 1 fem}
whem Q Digtlarary 236 tomsy
WindowStateVersion String 20
LocationBarHidden Boolean NG
¥ TabStates Array 10 oA
¥itern & Dicdonary {8 ternsy
¥ AncestorTabidentifers Arrzy i nemsy
Tabldentifies Number 1
TabTitie String Appie - Start
TabURL String hepe £ fwwweapple.contfstarepag e/
SessionState QData <QCOOB002 §2706<69 73743030 4101025 33657373 6961Ge48 8973746¢ 72734203 04
T ltest | Dlexionary % Mems}
¥ Ancestoriahldentifers Array (@ izeros:
Tabldentlfier Number -1
TabTitie String elephants - Google Search
TabURL String https:/ fewiw.googie.comrsearchiclient= safaridsip=ens UTF-84ce=UTF-8
SessinnState Datz <Q0000002 52708060 73743030 4101025 $3657373 406FHedR BB23746f 72794203 04
Miniatutlzed Boolean NO
SolecredTabindex Number |9
TabBarHidden Hoviean NO
PreferskeadinglistSidenarvisible  Soolean L3
WindewContenitRect String {0, 4%, {1366, 6911
FavoritesBarHidden Soviean NG
StatusBarkidéen Aooiean YES
S mARK Mage Forensic Analysis

The T.astSession.plist contains items from the last browsing session. If multiple browsing tabs were
open, there will be multiple items showing the visited URLs.

Each tab will have a tab identifier, which will not necessarily be in numeric order if tabs were removed. The
TabTitle and TabURL hold the web page title and URL, respectively. The binary property list field
SessionState key holds more information, shown on the next slide.
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Safari — SessionState
~/Library/Safari/LastSession.plist

As of 10.10, Tab History is encrypted.

ey Troe Valde
* Root 0 Ofctosdry 3 (1 Wes=i
¥ SessignHistory Dictionary 4 iteenst
SessionMistoryCurrentindex Number 5
¥ SessionHistoryEntrias. Aray € Reing}
¥ hem 0 Dictiorary 4 Remst
SesslonHisloyENUVORGINAIUR - Sitlag topsites:ff
SesslonHistoryEnuryTire Sueing
SessiontiztoryEntryData Data 02906000 Bdc5ax82 29cla48D BODOLO(
SesstonHistoryEnryUAL Stng tepattakesy
¥itam 1 Diztionary {% ema}
SessiontistoryEntryOriginalUR  Steing htep:d fwien.an comf
SessionMistoryEntryTiile String CNN.com - Beeaking News, U.S., Workd, Weather, Entertainment 8 Video News
SessionHistoryEntryDats Data <00R0GOOC 0UEI0ON D20UC0ID FHB70DR0 CHG0N000 NODULANY 6fcbacd? e9cf (400 BODNODMD,
BeszionHistoryEntrylifk Stiing hap:¢iemav.ean.cons)
w hem 2 Dictionary 14 ineask
SessvicaliorylatryOriginalU®t Suring bttpszd iy googie. Fariris reny «0latsSie=UTF- BAoe =LiTF-§
SessantistoryEntryTide String tofcats ~ Geagie Searzh
SessionHistoryEatrylata Para <CH000000 00GOOGED 02000000 (DD70070
SesslonHistoryEntrRIL Syring Mps:7 fwww.googlie.com s searchcti l 123 i daie e biTF-8
®ilem 3 Dictionary & Reony
SegsinnHistotyEntnyQriglnalR - Sering It Pwwwgoagie caminearchieient= safan ety = enfg = 1ans s forensicnfie « UTT-BAoe w UTT =&
SessiontlisiorvEntryTitie Strng sspn > Goagle Search
Sesslontilisterylntndata Rata <[00GH000 00QC0GE0 02608000 A07008D 01000600 04000200 210GA00R E7IGO0C 4300000
E L Saring atpa:f fwwwgoogle.comissarchiclient safai b~ enba = sans « forensicsfile « UTT - Bloe « UTT -8

Mac¢ Forensic Analys

The binary property list in the SessionState key of the LastSession.plist can be extracted into
another file and viewed. Unique to this property list, the first four bytes need to be removed (0x00000002) to
get the bplist00 file signature in the correct position.

This extracted binary property list contains the history of each tab in the LastSession.plist. This is how
users can still go back/forth in the tab, even when Safari closed.

For example, when this property list was extracted, this tab previously visited CNN, performed a Google search
for 1olcats, and another search for espn.
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ry/Safari/TopSites.plist

" u
Safari — Top Sites
L)
~/[Libra
.
Wy Tyne
¥ Root Dictionary 3 izemsa}
i BannedURLStings Array € emsy
v Top5ies Array {37 ey}
¥ ltem: G Bictianary {2 ernsy
¥ ftem 1 Oictionary {2 nernx}
TopSieURLSuing Stwing htp: f fwwew, linkedin.coms
TopSiteTitle Suring ‘World's Largest Professional Network | Linkedin
w jtems 2 Digtionary 2 iterns} T
TopSaeURLSwing String htips: { fweew.ictoud. com
TopSueTitle String iCloud
¥item 3 Dictionary {2 ternst BTN e
TopSitetRLString String bittp: ffmaps googie. carmys = i
TapSiteTitle Sting Google Mags =
»item 4 Dittionary i3 famss =
» tem 5 Dictionary (2 fizsns -
»ltem £ Dictlonary (2 ijernsy o
»iem 7 Dictianary (2 Rerasy _—
» ltem 8 Ditkiomary 2 iterms —
Tlhem9 Dictionasy £3 Wemst
TopSatelsBuilun Booleax R (%9
TopSaeURLStIng String hups:f iwww.facebook.comy
TopsireTile String Wekome 10 Facebook - Log [, Slgn Up or Leare More
» item 10 Dictlenary i3 eoms)
»iterm 11 Dictlonary {3 tkern)
DisplayedSitesLasiModified Cate Bloc §, 2012 8:11:30 AM
Mac Forensic Analysis

Safari’s default view when creating a new tab, is the “Top Sites”. This page holds the most frequently
visited sites but can also be configured by the user. The TopSites.plist in the Safari directory contains the

URL and title for each top site.

The forensic analyst should know that Safari has default entries in “built-into” Top Sites. In the screenshot
above, Item 9 contains the key TopSiteIsBuiltIn — this is a default Top Site entry.

Sites may also be “pinned” by the user. The key TopSiteIsPinned will signify that a user has specially
“pinned” a webpage to the Top Sites view.
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ReY oo Type Value

¥ Root Iiéiionary (3 tems)
» BannedURLStrings Array {9 ltemsj
¥ TopSites Array (12 items)
»ltem 0 Dictionary (2 items)
¥item 1 Dictionary (2 items)
TopSiteURiString String http: / fwwew. linkedin.com/
TopSiteTide String World's Largest Professional Network | Linkedin
¥ ftem 2 Dictionary {2 items}
TopSiteURLString String https:/ jwww.icloud.com/
TopSiteTitle String iCloud
vitem3 Dictionary (2 items)
TopSiteURLSTring String hitp:/ /maps.google.com/
TopSiteTitle String Google Maps
pitem4 Dictionary (2 items)
»item § Dictionary (2 items)
»item 6 Dictionary (2 items)
P item ? PDictionary {2 items)
»ltem 8 Dictionary (2 items}
vitem 9 Dictionary (3 items)
TopSitelsBuiltin Bootean YES
TopSheURLString String https:/ Jwww.facebook.com/
TopSiteTitle String Welcome to Facebock - Log In, Sign Up or Learn More
» item 10 Dictionary (3 items)
»item 11 Dictionary (1 item)
DisplayedSitesLastModified Date Dec 6, 2012 8:11:30 AM
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-
Safari — Bookmarks
L L] L
~/Library/Safari/Bookmarks.plist
1]
L —e—ee—
[ Rav Tyoe Value
¥ Root Dictionary 16 Beast
WebBookemarkUUIO Sring #FL78473-64025-4E35-8FAZ-178D9F1B2628
WebBookmarkFilgVersion Nurmber 1 SOHETTIONS
9 Chikdren Baray 123 items) P
»Rem O Dictionary (4 ltems) Lj W"’::’W
> lrem £ Dictionary 1% merns)
»item 2 Dictionary (8 Iremst paBas
»item 3 Bicttonary i
2 ltem 4 Dicrionary 5 temsd
WebBsokmarkUUiD Strang ARDOT2SE-9RLO-4978-A056- BCFO4
¥ Children Array {2 semsd
¥ ftem 0 GO Dictonsry {S sxems)
WebBookmarkUIUID  Suring GCFD4990-DE0E-4D5G-8F66- 21749
URLSwing String nOY: / fwww.engadger.com/
¥ Sy Dicvionary. I 12 serest
WebBookmarkType  Suring WebBookmarkTypeLleal
¥ URibYctionary Mictionary (3 steen} I
tile Sting Engadget PBED £ftwma.eradget.coms
»ltem & ictionary 15 mems) € caroto b i T odo oot/
b Sync Dictionary [ (1 werm
WebloohmarkType String Witbiaokrmark TypeList @ .
Titte ri Gadget Y [ eooed
Pltem 3 z@ul:nalv [ ?:\‘ e L b
1 Wrather wmry o b
e 6 Digttanary (54 } 4 Metro - Nart Train At
» lerm 7 Dietlonary 15 lermad 14 Foad weneort
14 Latwr ey
A nkAis Mac Forensic Analysis

The Safari Bookmarks are saved in Bookmarks.plist. This property list is heavily nested and may take
some time to go through. Each Item may contain multiple children bookmarks.

In the screenshots above, Ttem 4 contains the Bookmark folder named “Gadget”, this folder contains two
children Ttem O and ITtem 1. Each bookmark item contains a WebBookmarkUUID GUID, the URL, and the
title of the bookmark.
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(L] Feed Deal Sites

(35 Feed Entertainment

{5 Feed Gadget

(] Feed Geek

£33 Feed Mac

{5 Feed News

{43 Feed Yupple

{F Deal Sites

() Other...

€3 Bloglines

€9 Facebook | Login

€9 rlightAware » Live Flight...
€3 Weather Underground fo...
€4 Metro - Next Train Arrivals
€3 Food Network

€3 safaribooks

Bookmark

€3 Engadget
9 Gizmodo

Key Type Value
¥ Root Dictionary {6 itermns)
WebBookmarkUUID String 4F178473-64D5-4E35-8FA2-178D9F1B2628
WebBookmarkFileVersion Number 1
v Children Array {28 items)
> jtem 0 Dictionary 4 items)
> ftem 1 Dictionary (S items)
» item 2 Dictiecnary (S items)
W ftem 3 Dictionary {6 items)
¥ jtem 4 Dictionary {5 items)
WebBookmarkUUID String ABDO728E-9B1D-4978-A956-8CFO94F6BEDG L
v Children Array (2 items)
¥ ltem 0 O © Dictionary § (5 items)
WebBookmarkUUID String 6CFD4990-DECGE-4D50-8F66-21F49036A688
URLString String http:/ /www.engadget.com/
W Sync Dictionary {2 items)
WebBookmarkType String WebBookmarkTypel eaf
v UREIDictionary Dictionary (1 iterm)
title String Engadget
bltem L Dictionary {5 items)
» Sync Dictionary {1 item)
WebBookmarkType String WebBookmarkTypelist
Title String Cadget
b ltem S COLLECTIONS o o ;
P ltem 6 L) History
b ltem 7 [I] Bookmarks Bar
= Bookmarks Menu
BROOKMARKS
{5 Geek
{5 Mac
(] Skopping
[ News
(L Sports
(2 Travel
m Yuppie

' Address
http:f furveve. engadget.com/
http:/ /www.gizmado.com/
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Safari — Webpage Previews
~/Library/Caches/com.apple.Safari/Webpage Previews/

total 53856

ErWXr~xr-x 5 sledwards
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e et qartiy £ bowm farch 8 s o) SO

0w Shromm bt Wiesizws., e a0 Congelons Agesmnire

nibblerWebpage Previews fledwardss ls =lat

170
18234
43823
68653
31671

bee
De¢
Dec¢
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staff
staff
staffl
staff
statt

-

16:56 ..

16558 .

5150 6746DBABGIAGFIBE144FECLIFGZAR(DAE. fpeyg
06:11 FPBOYIBOCHE2I4DES2ETRCBOEB2EAEE. jpeg
©83:11 07996612 1SASECF6FADZEFDEBICABSES . joeg
05:11 B261FE143124019BF3ACA59ABFT32148, jpep
98:11 B261FEL143124019BF3ACB50ADF732140 pag
98:11 4FN2C9A2DE4FBABDA4BIFR7037F3114., jpeg
B8:11 4FDYLIACDEARBABB494B2F27037F3118. png
08:1p E202E9BE4ACBO673SLFSEDBBAAOB2RD2Z . jpeg
0B:1% E293E98E4CHBE7ISLFS6DDB4AGR2F022, piig
08:1B DIEI53I7ERG49ABE21134R51D50DFEDFY. jpeg
8B:18 DAE3537EB349AB631134B51NSBOFEDFT. png
96:10 1BIRAZITIAAFDFFEBSSABCBCRBOASSS2. joeg
86:10 1B30AZ9C3AAFDFFBBISABCACEO0A9952. png

08: 1 6EA2D7GEDIBSISLCA2BEGRF1B6529223, fpeg
E ® HEA2D76E00B5681C42BERRFLRAS20222, pag

Safari does a unique function where it periodically saves screen captures of the web browser screen. The
Webpage Previews directory may contain many JPEG and PNG images of webpages that were once viewed.

This can be useful to see what a user may have been looking at from a snapshot in time.
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Safari — Cache
~/[Library/Caches/com.apple.Safari/Cache.db

SQLite Database
Contains downloaded cache files

Files with originating location and download date

¢ Cache Metadata: cfurl_cache_response
¢ Cache Data: cfurl_cache_receiver_data

¢ Cache Metadata: cfurl_cache_response
e Cache Data: cfurl_cache_blob_data

© BANS,

Al R R Mac Forensic Analysis

The SQLite dutubuse Cache . db localed in the ~/Library/Caches/com.apple.Safari/ directory
contains the downloaded cache files. Each file has a corresponding location and download date.

Databases for 10.6 and 10.7+ systems differ slightly, but each contains a metadata table and a data table in the
database.
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Safari Cache r
cfurl_cache_response
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Mac Forensic Ana

The cfurl cache_response table contains cache file metadata including the file cached and its
corresponding timestamp.

The screenshot shown is using the SQLite Manager plugin for the Firefox browser to view the SQLite database.
The SQL query “SELECT entry ID, time stamp, request key from
cfurl cache response;” was used to display this information shown.
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Safari Cache
cfurl_cache_receiver_data

Cache.db 1 Structure Execute SQL

Lan

» Master Table (1}
v Yables (5) TABLE clurl.cacho recelver. | Search | | Shes Al
> cluel_cache_tiek data

¥ cfurl_cache_receiver_dnta
entry I BLOD (Sire 101778)
receiver_dara
7 churt_cachie_response
entry_ID
version
hazh_vaive
storage_policy
request_xey
time,_stamp
¥ cluzl_tache_schema_version
> sqlive, sequence
> Views (0}
B Indexcs {8)
» Triggers ()

recetver data

Mac Fo

The cfurl cache receiver data table contains the cached file. The cached file can be matched up with
its metadata by using the entry_ID number.

The screenshot shown is using the SQLite Manager plugin for the Firefox browser to view the SQLite database.

You may execute this SQL command to correlate this cache information. The following command was provided
by Antonio Merola:

select cfurl cache response.time_stamp, cfurl cache_response.request key,
cfurl cache receiver data.receiver data from cfurl cache receiver_data,
cfurl cache response where cfurl cache response.entry ID ==

cfurl cache receiver data.entry ID order by

cfurl cache_response.time_stamp;
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Safari — Cookies
~/Library/Cookies/

e Cookies.binarycookies

e com.apple.Safari.SafeBrowsing.binarycookies
» File Signature = “cook”

e Proprietary Format

10.6

e Cookies.plist
e XML Property List

A Rigeanaed Mac Forensic Analysis

Safari stores cookies in a separate directory from everything else, ~/Library/Cookies/.

On 10.7+ systems the cookies are stored in the Cookies.binarycookies and
com.apple.Safari.SafeBrowsing.binarycookies. This file starts with the file header “cook”. The
file format for these binary cookies are a proprietary format.

On 10.6 systems the cookies are stored in a plaintext XML property list file.
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Mae Forensic Analysis

The nalive e-mail application on OS X is Apple Mail. Be sure to keep an eye out for other applications that may
also be installed such as Microsoft Outlook, Thunderbird, and even Lotus Notes!

In general, you will find a different version of Mail on the last three versions of OS X. The inner workings of the
last three versions all work nearly the same way.
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Apple Mail
~/Library/Mail/V2/

Directory for each e-mail account

Mailboxes — May contain other mailboxes

e i.e.: Outbox, Recovered Mailboxes

MailData — Mail Application Data

Elwcods-Mac:V2 elwoodblues$ pwd
Fusers/elwoodblues/Likrary/Mait/vz
Elwoods-Mac:¥2 elwpodbluess 1s -1

total @

drwxr-%r-x@ & alwoodblues staff 284 Oct 7
drwxr-xr-x 14 elwoodblues staff 476 Dct 7
drwxr-xr-x 4 elwoodblues staff 136 Oct 7
drwsr-xr-x 4 elwoodblues staff 136 Det 7
©SANS, : F
All Rights Reseond

11:48 INAP-elwoodblues531260Qimap.gmail, com
11:34 HailData

11:34 Maiiboxes

11:34 RSS

Muac Forensic Analysis

Mail on 10.7+ systems are located in the ~/Library/Mail/v2/ (10.6 Mail is located in
~/Library/Mail/, there is no “vV2” or Version 2 directory). This directory contains a sub-directory for each

mailbox that the user has. The screenshot above shows one e-mail account, an IMAP Gmail account for
elwoodblues531060@gmail.com.

The Mailboxes directory contains system mailboxes usually including a “Deleted Messages.mbox”
and/or “Outbox .mbox”.

The MailData contains the Mail Application Data, which will include preferences such as:
*  Smart Mailboxes — Customized Mailboxes
* Syncing Preferences
* E-mail Rules — Automatically move messages as they come in.
* Signatures

¢ Account Information
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Apple Mail — E-mail Account
~/‘Library/ Mail/V2/IMAP*/

Each *.mbox files is a mailbox

An account may have multiple mailboxes

 Inbox

s Sent Messages

e [Gmail]

» Deleted Messages

» Notes

¢ Drafts

¢ User Created Mailboxes
Elwocods-Mac: IMAP-elweadblues5310608@imap.gmail. com elwoodblues$ pwd
/Users/elwnodblues/Library/Mail/v2/IMAP-elwoodbluesS31060@imap.gmail. com
Elwoods-Mac: IMAP-elwoodblues531066Qimap. gmail, com elwoodbluess 1s -1

total &

drwxr-xr-x 4 elweodblues staff 135 Oct 7 11:34 INBOX.mbox
drwxr-xr-x 4 elwcodblues staff 136 Oct 5 18:04 Sent Messages.mbox
drexr-xr-x 10 elwoodblues staff 348 Oct 4 15:24 [Gmail].mbox

© SANE,
All Rigus Ressried

Mac Forensic Analysis

Each Mailbox Account directory (IMAP-e lwoodbluesb31060@imap.gmai l . com) contains one or more
mailbox (mbox) directories.

The screenshot shows three mailbox (mbox) directories.
* INBOX.mbox
* Sent Messages.mbox
* |Gmail] .box

POP accounts will be distinguished with “POP” instead of IMAP in the directory name.

Note: 10.6 uses imapbox rather than mbox for its IMAP e-mail accounts,
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—

Apple Mall

Mailbox (.mbox

v v

>
»
>

v
4 agvvwyyw

v [ IMAP-ehwoodbluesS31060@imap.gmail.com
v R

[Gmail].mbox

& Al Mall.mbox
2. Drafts.mbox
& Important.mbox
(51 Info.plist

X Sent Mail.mbox
B spam.mbox

&, starred.mbox
B, Trash.mbox

. Deleted Messages.mbox
- INBOX.mbox

0223CBRB-8F52-467D-9F90-C87F276701C4
v (& Data
v a2
v 4
> Artachments

[:J Info.plist
Sen; Messages.mbox

v 0223CBBB-8F52-487D-9F90-C87F2F6701C4
¥ G2 Daw
v (32
v 4
» (& Attachments
¥ (g Messages
) 42392.emix
. 42393.emix
1 42394.emix
42395 . emix
42396.emix
{0 42397.emix
-1 42398.emix

Mac Forensic Analysis

Each mailbox contains one Info.plist file containing the number of unread messages
(IMAPMailboxUnseenCount Key), display settings and the mailbox name.

The GUID directory contains the raw e-mail messages (em1x) and e-mail metadata in the Messages directory.

*  Messages — Contains the raw e-mail messages (. em] x), with an appended property list containing

message metadata.

*  Attachments — Contains the message file attachments.

The metadata may include the following items:

» Colorization

e Mailbox

* Message

Sent Timestamp

*  E-mail Subject

Note: 10.6 does not use a GUID and goes directly to a directory containing the Tnfo.pl1ist and a Messages

directory.
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Apple Mail - Accounts
~/Library/Mail/V2/MailData/Accounts.plist

L ___—————m —
¥ itxm 3 Rictionary {27 Rems
AgcouniName String 2hwoodbiluass3 L060@Ymail com
AccountPath String AL MUV IMAP- ehwiod Lot 5310400 map.gmail.com)
ALCOUntTYpe String 1MAPAccouRL
ArchiveMailboxName Steing Aschive
ConfiguraDynarmically Bonlean ND
DateOfassyne Date Jan 20, 2013 10:29:34 AM
DaysBetweenSyncs Numbes [
DraftsMallboxName String Draks
¥ Emal\Addresses Asray 1 jrerm}
flem ¢ Sting elwoadblues $31080&gmak.com
Fulllyserbiams Swing Etwond Glues
Hostiams Sterip imag.gmall.cors
KPAgcoGnTIDy String AP
fsSyncable Bgolean &5
LackDelivaryaccount Sudag NO
NotesMailboxNams seeng Notss
PoriNumbser String 993
SMTRidentiBer String St genail ‘ 3 ik
B51Enabdevi Siring YES
SncuritdlayesType Number 3
SentMessagesMallboxiName  String Senl Messages
¥ ServeriD Dictionary (£ ifrerns}
name Strmg Clmag
vender Stoog Gosgle, ine.
StareBraftsOnServer Suing YES
SroreSentMessagesOnsesver  Stiiag g8
ToDosMailboxName Suring Apple Mail To Do
“TrashteaiiboxName String Beloted Messages
Username Stetng elwoodblues$31060
unlguald Luing 07984271-0874-4752-9530-2c¢5266 7alab

© SANS.
Al Righis Rew

Mac For c Analysis

The Accounts property list contains the e-mail account configuration for the system. This includes:

Account Name

SMTP Hostname
Port/SSL/Authentication
Sync Timestamps

Mail Ports

Account Names
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vitem3 Dictionary (27 items)

AccountName String elwoodblues531060@gmail.com
AccountPath String ~/Ubrary/Mail /V2 /IMAP-elwoodblues5 3 1060@imap.gmaii.com
AccountType String iIMAPAccount
ArchiveMallboxName String Archive
ConfigureDynamically Boolean NO
DateOfLastSync Date Jan 20, 2013 10:19:34 AM
DaysBetweenSyncs Number 6
DraftsMailboxName String Drafts
v EmailAddresses Array (1 item})
item 0 String elwoodbiues531060@gmail.com
FullUserName String Bwood Blues
Hostname String imap.gmail.com
iSPAccount!D String IMAP
isSyncable Boolean YES
LockDeliveryAccount String NO
NotesMailboxMame String MNotes
PortNumber String 993
SMTPidentifier String smtp.gmail.com:elwoodbluesS3 1060@gmaii.com
SSiEnabled String YES
SecuritylLayerType Number 3
SentMessagesMailboxName  String Sent Messages
¥ ServeriD Dictionary {2 items)
name String Gimap
vepdor String Google, inc.
StoreDraftsOnServer String YES
StoreSentMessagesOnServer  String YES
ToDosMailboxName String Apple Mail To Do
TrashMaitboxName String Deleted Messages
Username String elwoodbluesS31060
uniqueld String 0798427b-0874-4752-953f-2cd52667afab
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Apple Mail — Envelope Index
~/Library/Mail/V2/MailData/Envelope Index

—— ] Tl browse & search |
b Master Table (1) — ===
¥ Tables (14) TABLE astachments Search | Showall | |
| » addresses [ROWID  message l[d  name !
¥ atmachments 138 11805 |logo.qgif
b duplicates unread_tount 139 11805 dice.qif
b events 140 11142 llike-glyph.png
P> ews_folders 141 11142 |tweet-glyph.png
> feeds 142 11142 forward-glyph.png
P> labels 143 11142 edm2013.152143.jpg
> mailboxes 144 11142 brochure.111627.PNG
> messages 145 11142 sched. 123347 PNG
» properties 146 11142 actionreport. 162303.PNG
> reciplents 147 11142 PolicyedmB1,105634.png
P sqlite_sequence 148 11142 sponsor-list
> cubjects 149 11921 DIPLOMA RELEASE FORM - August.doc
b threads 154 11923 |photo JPG

Mac Forensic Analysis

The SQLite database, Envelope Index, located in the MailDala direclory contains indexed mail dala.
* The addresses table contains all the indexed e-mail addresses and associated contact name.
* The attachments table (shown above) contains the name of each attachment.

* Themailboxes table contains data for each mailbox including; total messages and unread
messages.

¢ The messages table contains metadata for each e-mail message including; To, From, Subject, e-
mail timestamps, if the message was read or not.

¢ The subjects table contains the e-mail subject for each e-mail message.
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Apple Mail
Attachments

=/ Uibeary/Hall Dowlcadsy

B —
=7 -y R 5138 AT FUERT
. Seles Comen

+ ~{Downloads

Metadata |
J A4
¥
L3 Tyoe Vil — We have |u,s!3@cheruuu thee
T leme Diction... &5 twmsy Interinel cables
MessagelD  Siring <FEOROGAT - LPOA- 4773 ASAE-09CE4F D7 3403 8csh el edu>
ModDate Dare My 12, 2052 50413 PM
OpenedDate  Date May 12, 2352 5:04°43 P
Parthumber  String 2
Path Swring fusers) pajLibrary) Mall D ds [ phato JPG

Mac Forensic Analysis

A user can view an attachment in a couple ways:

» The “Save” button will save the attachment in the default downloads directory, very likely
~/Downloads.

The “Quick Look” button opens the attachment for the viewer to see quickly, and saves the
attachment in the ~/Library/Mail Downloads/ directory. The sandbox directory may also

be used, ~/Library/Containers/com.apple.mail/Data/Library/Mail
Downloads/.

Each attachment saved is recorded in the OpenedAttachments.plist file
(OpenedAttachmentsV2.plist on 10.8). This property list contains the modification, opened date, and
path of the file. These dates are saved in the local time of the system. For systems uses 10.8 and older, if this file
does not exist, the user likely did not open an attachment using Apple Mail.

Sadly, This file does not appear to be used on 10.9+ systems.
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From: Sarsh Edwerds &
Subjact: ol

To: Sarah Edwards

Hide
Date: May 20, 2012 2:34:52 PM EDT 1 .

4 | <] = 1 Attachmant, 43 KB Bave v Quick Look

N
mlernel (:'lllles
Key Type Value
Vitem O Diction... (5 items)

MessagelD  String
ModDate Date
OpenedDate Date
PartNumber String

Path

String

<FB86B9649-1FIA-4779-A54E-09C84F0734B3@csh.rit.edu>
May 12, 2012 5:04:13 PM
May 12, 2012 5:04:13 PM
2

/Users/oompa/Library/Mail Downloads/photo.JPG
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Exercise 2.2 — Safari
& Exercise 2.3 - Apple Mail

This page intentionally left blank.
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Part 1 — User Domain Basics

Part 2 — User Account Information
Part 3 — User Data Analysis

Part 4 — Internet & E-mail

Part 5 — Instant Messaging

Part 6 — Mac Applications

Mac Forensic Analysis

This pagc intentionally left blank.
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Section 2 — Part 5
Instant Messaging

Mac Forensic Analysis

This page intentionally left blank.
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*—

iChat & Message

Google Talk (XMPP)

Yahoo!
Bonjour
iMessage (iOS - Messages)
MobileMe (iChat)

ICQ (iChat)

Mac Forensic Analysis

iChat (10.6 & 1.07) and its reincarnation, Messages (10.8) are the native instant messaging applications of OS
X. These applications can be used with a variety of instant messaging programs and protocols. Messages
replaced iChat in 10.8 (Beta was available earlier) and introduced integration with iMessage (i0S) and
FaceTime.
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iChat & Messages Preferences

e General Preferences
— Buddy Lists (10.8-)

» For each GUID referenced in specific preference property list

— Recent Chats (10.8-)

» Data from last 10 chat sessions

Mae Forensic Analysis

The general preferences for iChat and Messages is located in the com.apple.iChat.plist. This property
list contains a huge compilation of preferences and configuration data, shown on the next page. Some of the
highlights include:

* “Away” & “Available” Messages (Also in com.apple.iChat.StatusMessages.plist)
e Account GUIDs

* Buddy Lists (HandleCompletionCache Key)

* Recent Chats
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iChat & Messages
Property List Files: ~/Library/Preferences/

General Preferences = com.appie.iChat.plist

» Buddy Lists (10.8-)
» For each GUID referenced in specific preference property list

¢ 10,9+ -
~/Library/Containers/com.apple.soagent/Data/Library/Preferencescom.apple.messageshelper.AccountInfoController. plist

« Recent Chats (10.8~)
¢ Data from last 10 chat sessions

Specific Service Info (Configuration Info, Usernames, Account GUIDs)

+ FaceTime, AIM, Jabber, iMessage etc,

» com.apple.iChat. <service>.plist

+ com.apple.imservice.ids, <service>.plist (10.8+)

+» /ByHost/com.apple.ichat. <service> . <GUID> plist

» /ByHost/com.apple.imservice.ids, <service> . <GUID>,plist (10,8+)

Mac Forensic Analysis

The general preferences for iChat and Messages is located in the com. apple.iChat.plist. This property
list contains a huge compilation of preferences and configuration data, shown on the next page. Some of the
highlights include:

* “Away” & “Available” Messages (Also in com.apple.iChat.StatusMessages.plist)
¢ Account GUIDs

* Buddy Lists (llandleCompletionCache Key)

* Recent Chats

There may be plenty of other files of interest in the ~/Library/Preferences directory. These files contain
account usernames, configuration information and the GUID associated with the account that all account
information is associated with.

Many of these files arc named different depending on the version of OS X the user is using. On newer systems
files names com.apple.iChat.<service>.plist and
com.apple.imservice.1lds.<service>.plist will include nearly the same information that the
same coll. dapple, iChal.<servicer.plist files held.

Each service has specific information associated with it, the <service> may be everything from FaceTime,
iMessage, Jabber, AIM, or any other supported instant messaging protocol.
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iIChat/Messages - Recent Chats
~fLibrary/Preferences/com.apple.iChat.plist

Chats

sledwards
sledwards
sledwards
Seded Cimet
T ~ sledwards on 2012-10-30 at 09.39
Claze Chze Hi S Clear Menu
vihem 7 Dicrionary 17 itemsz}
Style Numbar 2
ARCRofe Number 2]
RovimName String elwoodbiues$31060&gmait.com
AccountiD String B28B3062-BEBC-43ED-9E3D-56 7679568947
GUID String Jabber; - elwoodbluess 21 060@gmail.com
UseRoomiName  Number 1]
¥ Panticipants Array £ iter:
em O String elwoodbluess 3 1066@gmail.com

Mace Forensic Analysis

The RecentChats key in the com.apple.iChat .plist property list will contain the last ten chats, and

whether the user was using Google Talk, AIM, or another protocol. In the GUI these recent chats are shown in
the File | Recent Items menu.

Each item in RecentChats contains the GUID of the specific account in AccountID (AIM, Google Talk,
ICQ, etc.). The room names depends on the protocol used, in Google Chat seen above, it labels the room by the
Google account, AIM will label with a random chat number such as “chat90426871888949401” or by the
chat recipients handle. The Participants key holds the account name or handle of each participant in the
chat, usually just the other chat recipient, but could be another contact if it is a group chat.
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Instant Messaging Preferences
- 3 -
~/Library/Preferences/< service.plist>

L
T
Ky Type Value
¥ Raat Bictlonary 3 irena)
¥ ActiveAccounts Armay 4 lerny
ke O String £2304FR2-3F22-4025-B320-CIELVYDCOFFS
FACOUNTS Dictionary i3 wonsd
WE230AFB2-3F2204025~BI20-CHELDBOCOPPE  DICUonary QT ey
UseKerberass Boolean NG
UsaKeychain Boalean YES
XMPPELSEnabled Boolean NC
ServersSiPort Nuymber %223
ServerSSLHost Suring talk.govgle,com
XMPPSupportsinvisikie Baojean NG
LoadPreviousChathessages Raalean YES
¥ AccsuntPrefs Gigtionary 3 iTemnsy
MiowSel{SignedssL, Boolean YES
UseSSL Baoolean YES
UseMachineName Boolear YES
¥ Profile Diztiopary D weme}
AutoDiscoverHostAndPart Boolean NO
Descrlption String Gmait
SarverPort Number 5723
ServirHost String nlk.gspgle.com
NumberOflastChatMessagesToShow Number 23
Autologin Boolesn YES
RosqurceName String iChat
Priarity Number Q
LoginAs Sising elwoadbluesS31060@gmatl.cae:
¥ OnlingAgcouns Array £ iems)
Mac Forensic Analy

Each instant messaging program or protocol will have 1ts own preterences property list, each sharing the same
basic format.

* com.apple.iChat.ATM.plist
* com.apple.iChat.Jabber.plist
e com.apple.imservice.iMessage.plist

°* com.apple.imservice.FaceTime.plist

The screenshot shows an example of a Jabber/Google Talk account. Contents will include protocol specific
connection information and account dctails which may also include a buddy list.
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Key
¥ Root
¥ ActiveAccounts
item O
¥ Accounts
VE2304F82-3F22-4025-8320-C9E199DCOFFS
UseKerberosS
UseKeychain
XMPPTLSEnabied
ServerSSiPort
ServerSSLHost
XMPPSupportsinvisibie
LoadPreviousChatMessages
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iIMessage
com.apple.imservice.iMessage.plist (10.8-)
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Mae Forensic Analysis

iPhonc uscrs can now usc their i0S Messages application to message recipients on their iDevices and OS X
computers running Messages (10.8, or 10.7 if they are running the Messages Beta software). Messages is the
application, iMessage is the protocol. Messages are synced between the associated phone number and iMessage
accounts (Apple ID).

iMessage can be used with any account that is registered to it, multiple e-mail accounts, phone numbers, elc.
The com.apple.imservice.iMessage.plist (10.8-) or the
com.apple.ids.service.com.apple.madrid.plist (10.9)inthe ~/Library/Preferences
directory contains all the accounts that can be used with the iMessage protocol.

On 10.9+ systems the file com.apple. imservice.ids.iMessage.<GUID>.plist located in the
~/Library/Preferences/ByHost/ directory contains more iMessage information including an avatar
picture.
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iChat - Stored Chat

~/Documents/iChats

Elwoods-Mac:iChats elwoodbiluess pwd
/Usersselwoodblues/Documents/iChats
Elwoods—Mac: ilhats elwoodbluess s -1

total @
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iChat conversations can be saved by checking a box in the Preferences for iChat. These conversation files will be
saved in the ~/Documents/iChats directory. This directory is organized by date, which is then organized by

file names that include a date and time (local system time).

Each * . ichat file is a binary property list file. This file can be double clicked and viewed with the nalive
program, complete with chat bubbles or any iChat formatting you wish. More detailed information may be found
by viewing it in the Xcode property list viewer. This view has more information but it is not as easily read.
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Messages - Stored Chats
~/Library/Messages/Archive/YYYY-MM-DD/

V2 ==k

(4 3 L

(L Archive * G 2012-08-12

J chat.db @il 2012-08-15
chat.db-shm 2012-08-17

* chat.db-wal 2012-08-24

2012-09-15
2012-09-18
2012-09-21
2012-09-22
2012-09-23
2012-09-28
{3 2012-09-29
(3] 2012-10-03
@ 2012-10-05

* B cn 2012-10-03 at 20.41
* I 012-10-03 at 20.41

IBEREERE

u

]
4

PEE

"777777‘!77"

Mac Forensic Analysis

Messages will also store chat conversations if configured to do so. These files are stored in the
~/Library/Messages/Archive/ directory, also organized by date. These files use the same iChat
binary property list format saved by date and time.
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Messages — Chat Database
~/Library/Messages/chat.db
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Messages also creates a stored chats SQLite database called chat . db located in ~/Library/Messages/.
This database contains information about the chats and messages. Some of the more interesting tab<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>